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@ Introduction

Introduction

This document explains how to configure bi-directional VPN connections (Site-to-Site) between Safe@Office
appliances with dynamic IPs (DAIP) and Check Point FW-1/VPN-1 NG FP2/FP3.

Figure 1 shows a sample implementation of this solution, in which a Safe@Office appliance is connected to a
VPN-1 Site-to-Site VPN gateway.
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Figure 1: Safe@Office with DAIP to FW-1/VPN-1 (Site-to-Site VPN)

Note: This solution works in both FP2 and FP3. However, if you need to encrypt traffic
from multiple networks behind the FW-1/VPN-1 NG to the Safe@ network, it is
recommended that you use FP3. This is because when you initiate a VPN tunnel from
the Safe@ network to one of the FW-1/VPN-1 NG FP3 networks, all the other FW-
1/VPN-1 NG FP3 networks are automatically able to encrypt packets back to the
e Safe@ network. In FP2, you must initialize the tunnel from the Safe@ network to each
one of the FW-1/VPN-1 NG FP2 networks separately.
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Note: This VPN connectivity solution requires Safe@Office 3.0.17 or above.

To implement this solution, you must perform the following tasks in the order below:
1. “Configuring FW-1 NG FP2/FP3,” page 2
2. “Exporting the Safe@ Gateway Object’s Certificate,” page 22

3. “Configuring the Safe@Office Appliance,” page 23
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About This Document

You should be familiar with the following before using this guide:
B Basic FW-1/VPN-1 use. For information, refer to the Check Point VPN-1/FireWall-1 Administration Guide.

B S-box use for your software configuration. For information, refer to the SofaWare S-box Getting Started
Guide.

e Note: The screens shown in this document appear in both VPN-1 NG FP2 and FP3.
Where FP2 and FP3 screens differ, both are shown.

e Note: This document explains how to configure a Site-to-Site VPN in Community
mode. Traditional mode is also supported.

Contacting Technical Support

To contact technical support, send an email to: support@sofaware.com

Configuring FW-1 NG FP2/FP3

To configure VPN-1 NG FP2/FP3 for Site-to-Site VPN with DAIP
1. Open the Check Point SmartDashboard.
2. Create a Safe@ network network object by doing the following:

a. In the Manage menu, click Network Objects.

The Network Objects dialog box appears.
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b.

MNetwork Objects

— Metwark objects:

Showr | A

el4] Hi-Med-Love_Profile
internal

Mew... | Remove | Edit...

internal _dnz LI

Cloze I Show | Help

Click New... and then NetworKk....
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The Network Properties dialog box appears with the General tab displayed.

MNetwork Properties - Office_net

General |N,&T |

Mame: IEIffice_net

Metwork Address: |1 92.168.10.0

Met Mask: | 255 255, 255.0

Comment: I

Color: I [ vI

"Broadcast address:

& |ncluded Mot included

Cahicel

o |

Help
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e Note: The network address may differ depending on the Safe@ appliance’s network
range. In this example, 192.168.10.0/24 is used.

c. In the Name field, type the network object name.
d. Inthe Network Address field, type the network object’s IP address.
e. Inthe Net Mask field, type the network object’s subnet mask.
f. Click OK.
3. Create a Safe@ gateway object in VPN-1 NG-FP2/3, by doing the following:
a. In the Manage menu, click Network Objects.
The Network Objects dialog box appears.
b. Click New..., Check Point, and then Managed Gateway.

The Check Point installed Gateway creation dialog box appears.

Check Point installed Gateway creati x|
Create the Check Paoint inztalled Gateway using:
i~ Simple mode [wizard]

{* Classic mode

Mate: v'ou can configure these options in the
SmartD azhboard's Customization Page of Global Properties.

[T Dan't show this dialog again

k. I Cancel Help

c. Select Classic mode.
d. Click OK.

The Check Point Gateway dialog box opens with General Properties tab displayed.
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Check Point Gateway

General Froperties
i Topology

Check Point Gateway - General Properties

WAT I amne: I

- Adwanced
IP Address: I

Get address | [ Dynamic Address
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Camment: I

Coo: | I |

Check Paint Products

j Get Yersion |

ersion: ING Feature Pack 3

[IFirewfall-1

[ 1¥PM-1 Pra
[ 1WPM-T Met
C1FloodG ate-1

C5ecureClient Paolicy Server
[(15ecureClient Software Distribution Server j

Secure Internal Communication

Communication... | DM:

0K I Cancel Help

Do the following:

1) In the Name field, type the object’s name.

2) Inthe Version list, select NG Feature Pack 2 or NG Feature Pack 3.

3) Inthe IP Address area, select the Dynamic Address check box.

4) In the Check Point Products list, verify that FireWall-1 and VPN-1 Pro are selected.

Click Topology.

The Topology tab is displayed.
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If you are using FP2, the screen appears as follows:

Check Point Gateway - Office_GW x|
- General Properties Topology
- Topology
CHAT Get Topology.. |
PN Mame | IF &ddress | Metwaork Mask .. | IP &ddresses behind i... |
- Logs and Masters
- Advanced
Add... Edit.. Remoyve
PN Domain
@ Al IP Addiesses behind Gateway based on Topology
information.
" Manually Defined j Mew..
ak. | Cancel | Help
If you are using FP3, the screen appears as follows:
Check Point Gateway - Office_GW x|

- General Properties

Logs and Masters
- Capacity Qptimization
Advanced

Topology

Get Topology.. |

Mame | IP Address | Metwork b azk | |P Addreszes behind interface

< |

Add. | Ect. | [ Femove Shen |

Show all 1Pz behind G ateway |

WPN Domain

(% AlIP Addiesses behind G ateway baced on Topology information,

" Manually defined I j K. |
Shovy &FH Damain |

Mo WYPH domain is defined. Either edit the interface topology. or defing
the PN domain manually.

akK I Cancel Help
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f.  Add both an internal and external Safe@ interface.
Do the following for each interface:
1) Click Add....

The Interface Properties dialog box appears with the General tab displayed.

Interface Properties x|

eneral | T|:|I:||:|||:|g-lrll

M amme: IInternaI

P Address: | 192.168.10.0

MetMask: |255.255.255.0
[~ Dynamic IP

Mate: the interface name must exactly match the
name the operating spstem usesz far thig interface.
See help for further informatiorn.

k. I Cancel Help

2) In the Name field, type the interface’s name.

3) If you are configuring the internal interface, type the interface’s IP address, and subnet mask in the

appropriate fields.

e Note: The network address may differ depending on the Safe@ appliance’s network
range. In this example, 192.168.10.0/24 is used.

4) Ifyou are configuring the external interface, select Dynamic IP.
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The IP Address and Net Mask fields appear dimmed.

Interface Properties ﬂ

General | TDDD'DQ}'I

M ame: IE:-:ternaI

IP Address: I
Met b azk: I

v Dpnamic P

Mate: the interface name must exactly match the
hame the operating system uses for this interface.
See help for further information.

] I Cancel Help

5) Click on the Topology tab.

The Topology tab is displayed.
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Intetface Properties x|

General Topology

Topology
" Esternal [leads out to the internet)
£+ |ntemal [leads to the lozal nebwork)

IF Addreszes behind thiz interface:
i~ Mot Defined

= Metwork defined by the interface [P and Met Maszk
" Specific: j

Anti-5poafing
¥ Perform Anti-Spoofing based on interface topology

Spoof Tracking: € Mone % Log & Alert

k. I Cancel Help

6) If you are configuring the external interface, select External (leads out to the internet) in the

Topology area.

7) If you are configuring the internal interface, select Internal (leads to the local network) in the
Topology area, and in the IP address behind this interface area select Network defined by the
interface IP and Net Mask.

8) Inthe Anti-Spoofing area, select Perform Anti-Spoofing based on interface topology.
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9) Click OK.
The Topology tab reappears.

If you are using FP2, the screen appears as follows:

Check Point Gateway - Office_GW

- General Properties Topology
Topalogy
NAT Get Topology... |
YN Mame | IP Address .. | Metwork bazk ... | |IP Addreszes behind ||
Logs and Masters
Esternal External

- Advanced Intenal | 192768100 255.2552550  This Metwark

Add... Edit... Remove
YN Domain
& Al IP Addreszes behind Gatewway bazed on Topology
information.
" Marualy Defined j e

0K Cancel Help
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If you are using FP3, the screen appears as follows:

Check Point Gateway - Office_GW

: Topalogy

; Logs and Masters
Capacity Qptimization
[ Advanced

Topology

Get Topology... |

Mame | IP &ddress | Metwork Mazk | IP &ddrezzez behind inte

Esternal External
Internal 192168.10.0 255,255.255.0 This Metwork.

1 | H

add.. | Edi. | [ Femove stow |

Show all IPz behind Gateway |

WP Domain

& Al P Addresses behind Gateway bazed on Topology information.

" Manually defined I j Hew... |
Show YPM Domain |

0K I Cancel Help

g. Click OK.

A confirmation message appears.

Check Point SmartDashboard

@ This node is defined as YPh-1 installed, aninternal C& certificate will be created now and IKE properties will be set,

h. Click OK.

The Safe@ gateway object’s internal CA certificate is created.

A success message appears.
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i. Click OK.
The certificate is added to the Certificate List in the VPN tab.

If you are using FP2, the screen appears as follows:

Check Point Gateway - Dffice_GW

- General Properties YPN
- Topalogy

Encyption schemes

- NAT
0

- Logs and Masters o || 1< Set default [KE propertiesl
- Advanced
Edit... |

Centificate List

Mickname | DM | Certificate Authority

defaultCert  CM=Office_GW VPM Certifi...  internal_ca

< | >

Add.. Edt.. | Femave |

(1] I Cancel Help
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If you are using FP3, the screen appears as follows:

Check Point Gateway - Dffice_GW ll

- Topology
o NAT
- WPN

- Advanced

- General Properties

-- Logz and Masters
- Capacity Dptirnization

YPH
This module participates in the following WPH Communities:

Add.. Femawe |

Traditional mode configuration... |

Centificate List

Mickname | DM | Certificate Authority
defaultCert CH=0ffice_GW WYPH Certifi..  intemnal_ca
4| | i

Add... Edit.. |

Remove |

Ok I Cahcel Help
4. Configure a community by doing the following:
@ Note: You can configure either a Meshed or a Star community. In this document, a

Star community is used.

a. Inthe Manage menu, click VPN Communities.

The VPN Communities dialog box appears.
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¥PN Communities : |

— %PM Communities:

Show: |41 j

|_-'I hdyExtranet
::ut:: Remotelcoess

MHew . | Eemove | Edit.... |

LCloze Show Help
| | |

b. Do one of the following:

B [fyou are using FP2, click New..., Intranet..., and then Star....

The Star Communities Properties dialog box appears with the General tab displayed.

Star Community Properties - Dffice_Community 1[

General
Central Gateways
Satellte Gateways
IKE Properties M ame; IDHice_Community
o IPeec Properties
Comment: I

Calar: I - vI

0K I Cancel Help
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B [fyou are using FP3, click New..., Site To Site..., and then Star....

The Star Communities Properties dialog box appears with the General tab displayed.

Star Community Properties - Office_ Communikty 1[

M General

Central Gateways
Satellite Gatevays
Services in the Clear Name: [Dffice_Commurity
WPM Properties

Adwvanced Properties Comment: I

‘v Shared Secrat Colar: I | vI

Community Traffic Security Policy

[ Accent all encrypted traffic.
Mate: The rule applies for all Intermally Managed community members.

Log Traftic as defined in Glabal Properties, Lagging Tab: || og

Ok I Cancel | Help |

c. In the Name field, type the community’s name.
d. Click Central Gateways.

The Central Gateways tab is displayed.
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Star Community Properties - Office_ Community ﬁl

General Central Gateways

Central Gateways
Satelite Gateways All the conmections between the Gatewaps below and the Satelite
Gatewaps will be encrypted.

Services in the Clear
WPM Properties

i Advanced Properties
- Shared Secret

Participant G ateways:

Add. Edi.. | [Remove |

[~ Mesh center gateways

ok I Cancel Help

e. Click Add....

The Add Central Gateways dialog box appears.

Add Central Gateways x|

I 3

(B Otfice_ciw

The candidates must be defined a5
1. %Ph-1 Prooor YPM-1 Met installed.

2 Wersion NG FP1 and above [Only far Intermally managed).
3. Host, Gateway, Gateway Cluster or Interoperable Device

QK I Cancel Help
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f.  Select the FW-1 gateway (fp3 in the example above).
g. Click OK.

The Central Gateways tab reappears, with the FW-1 gateway listed in the Participant Gateways area.

Star Community Properties - Dffice_Community ﬂ
- General Central Gateways
- Central Gateways
- Batellte Gateways Al the connn_aclions between the Gateways below and the S atellite
- Cervices in the Clear Gatewaps will be encrypted,
- PN Properties ) Participant 5 ateways:
- Advanced Properties
‘- Shared Secret X
B3
m Mew
fad.. Edi.. | Remove |
[~ Mesh center gateveaps
ak Cancel Help

h. Click Satellite Gateways.

The Satellite Gateways tab is displayed.
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Star Community Properties - Office_Community

General Satellite Gateways
e Central Gateviaps

Satellite Gateways All the connectians between the G ateways belaw and the Central

Services in the Clear Gateways will be enciypted.

VPN Properties . Participant G ateways:

Advanced Propertiez
i Shared Secret

Mew
tgd.. | Edi. | Remove |
ak Catcel Help

i.  Click Add....

The Add Satellite Gateways dialog box appears.

Add satellite Gateways x|

[ otfice_cw

(1] I Cancel Help
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j-  Select the Safe@ gateway (Office GW in the example above).
k. Click OK.

The Satellite Gateways tab reappears, with the Safe@ gateway listed in the Participant Gateways area.

Star Community Properties - Office_ Community il
- General Satellite Gateways
- Central Gateways
S atellite Gateways Al the conngctions between the Gateways below and the Central
- Gervices in the Clear Gatewaps will be enciypted.
é""VPN Properties . Participant G atevways:
Advanced Properties
- Shared Secret N Oifice GW
I—JE' - Mew
sod. | Edt. | Remove |
ak | Cancel Help

I.  Set VPN properties as desired in the following screens:

B [fyou are using FP2, click IKE Properties and IPsec Properties.

The IKE (Phase 1) Properties tab is displayed...
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Star Community Properties - Office_Community 1[

- General IKE [Phasze 1] Properties

Central Gateways
Satellite Gatevaps

IKE Properties Perform key exchange encryption with: |3DES 'I

. |Psec Properties

Perfarm data integrity with: MO5 -

Advanced

Use Diffie-Helman group: IGroup 21024 kit 'I

Renegatiate IKE security associations every |144U 3: minutes

Ok | Cancel | Help I

...and the IPsec (Phase 2) Properties tab is displayed.

Star Community Properties - Dffice_Comnaunity ﬂ

- General IPzec [Phaze 2] Properties

Central Gatewayz
Satellite G ateways

IE Properti I l
roperies Perform IPsec data encryption with: AES-256 hd
----- |Psec Froperties

Perfarm data integrity with: WOE -

Advanced

[ Use Perfect Forward 5 ecrecy

Use Diffie-Helman group: IGroup 2 (1024 bit) vl

Reneqgatiate IPsec security associations ewveny IBEDD 3: seconds

[ Suppor Site b Site [P compression

u]4 Cancel | Help I
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If you are using FP3, click VPN Properties.

The VPN Properties tab is displayed.

Star Community Properties - Office_ Community 5'

- General ¥PN FProperties

- Ceriral Gatewaps
- Satelite Gateways IKE [Phaze 1] Properties

Services in the Clear
N Properties Perform key exchange encryption with: |3DES 'I
Advanced Properties

- Shared Secret Perform data integrity with: MO5 -

|Pgec [Phaze 2] Froperties
Perform IPsec data encryption with: IAES-1 28 VI

Perform data integrity with: MO5 -

Qk I Cancel | Help |

Note: In both FP2 and FP3, in Traditional mode, Phase 2 must be configured with
SHA-1 and 3DES. For more information, refer to the SofaWare VPN Configuration
Guide, page 34.

5. Create a topology user. Refer to the SofaWare VPN Configuration Guide, page 26.

6. Configure the rule base.

e

Note: The rule base shown below is only an example. Your rule base may look
different depending on your network and needs.
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Exporting the Safe@ Gateway Object’s Certificate @

g 4L Oifice_net 4L internal j}{: Office_Communit | TCF fip @ accept Log EE 3
' L irternal 4L oifice_net ?’t_‘ Cffice_Communit | TCF hitp @ accept Log ﬁﬂ th3
3 ‘ % Any ‘ % Any ‘ % Any ‘ * Any ‘@ drop ‘ Log EE fp3

7. Compile the policy.

Exporting the Safe@ Gateway Object’s Certificate

You must use the CertExport tool to export the Safe@ gateway object’s certificate and create a *.p12 certificate
file.

& Important: You can only export the Safe@ gateway object’s certificate after you have
installed the policy.

Installing CertExport

e Note: The CertExport tool is supported on the following platforms: win32, Solaris2,
rs6000, linux22, and FreeBSD. Only win32 is supported on NG FP2.

% Note: If FireWall-1 management and module are located on different machines
(Distributed mode), the CertExport tool must be installed on the management server.
Note: The procedure is the same both for FP2 and FP3.

To install CertExport on win32
1. Create a directory named cert_export.
2. Surf to www.sofaware.com, and download the Cert_Export.zip file suitable for your operating system.

3. Unazip the file to the cert_export directory.
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) Configuring the Safe@Office Appliance

Creating a Certificate

To create a *.p12 certificate

1. Open a command prompt window, and change directory to the cert_export directory. The executable’s name
is vpn.exe.

2. Type vpn export_p12 —obj <network object> -cert <certobj> -file <filename> -passwd <password>,

where:
B <network object> is the Safe(@ gateway object name.

B <certobj> is the name of the certificate as it appears in Safe@ gateway object.

See the Check Point Gateway dialog box’s VPN tab on page 12. The certificate’s name appears in the
Certificate List arca. In this example, the certificate’s name is defaultCert.

B <filename> is the name of the file to be created. It must be a *.p12 file.

B <password>is the password used to authenticate and load the *.p12 file.

For example: cert_export export_p12 -obj Office_GW -cert defaultCert —file office_cert.p12 -passwd
mypassword

& Important: The syntax is case-sensitive.

3. Press ENTER.

The Safe@@ gateway object’s certificate is exported and the *.p12 file is created in the cert_export directory.

Configuring the Safe@Office Appliance

To configure the Safe@Office appliance

1. Load the certificate to the Safe@Office appliance. For instructions, see the SofaWare S-box Getting Started
Guide, “Installing a Certificate”, page 111.

2. Create the VPN profile in Safe@ Office. For instructions, see the SofaWare S-box Getting Started Guide,
“Adding and Editing VPN Sites using SofaWare Safe@Office”, page 102.
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Configuring the Safe@Office Appliance

While creating the VPN profile, make the following selections:
a. Inthe VPN Gateway Address dialog box, select Unrestricted Access.
b. Inthe VPN Network Configuration dialog box, select Download Configuration.

c. Inthe Shared Secret dialog box, select Use Certificate.
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