(1 Check Point

SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

0
o
3
(=g
]
3
(v
7]

CONTENTS
1 Check Point InterSpect NGX .......cccciiiiiiiiinssssnsssmmmmmssnsss s sssssssssssssssssas 1
COUTSE ODJECLIVES ..eieivieeiiieeiiieeiieesieeesieeesteeestaaeeateesseeesseeessseeessseeessseessseenns 1
CoUrSE LAYOUL ....ooiiiiiiiiiieeee ettt e 2
PIErE@QUISIEES ..oouviieeiiieeiieeeiie ettt ettt et e et e st ee st eesnteeesnbeeennseeenneens 2
Recommended Setup fOr 1abs ......cueveiiiiciiieieeceeee e 3
2 INterSPect OVErVIEW .........cccccecmmriiiiiesnsrnssssssssns s sssss s s sssss s s sssssssnnns 5
ODJECTIVES .vieuviieiiieiieeiietieeteeteeeteeteestteebeessaeesseeseeesseesaesaseesseessseensaesssessseenseas 5
K@Y TEIMNS ..ottt ettt e et e e et e e e et e e e s nsaeeeennnaaeeennns 6
Internal-Security NEEdS ........ccccoiiririiiiiiiieeere et 7
Le@ISIAtION ..oociiiiiiiieciie ettt eenaaeeen 8
Worms and MalWare ..........cocooiuiiiiiiiieie e 8
PatChing ..ooeeeeeieee e e 9
External Countermeasures for Internal Resources ..........cccccoceveevenienienicnnene 10
Internal ControlS ......oouiiiiiiieeee e 11
INEEISPECT ..ottt 13
OVETVIEW ..ttt ettt ettt ettt et e at e st esae e et e saeesabeenaeeeas 13
INterSPect FEAtUIES ......covviiiiiiiiiiiie et 15
SMATtDEIENSE ..o.vvviiiiiiieciie ettt e e e e e e enes 18
Application INtellIZENCE .......ccocviviriieeiiecieeeeeee e 18
Components of SmartDefense .........cccceeevuiieiciiieiiiieceeee e 18
SmartDefense Capabilities .........cccocerieririiniiiiniicecee e 19
IMPLCTt DEIENSES ...eeeuiiiieiiieeiiiecee et e e 19
Abnormal-Behavior ANALYSIS .......cccccccviieiiieeiiieeieeeie e 20
Subscription-Based Updates ..........cccoeeeviiriiriiiiniinieieeienecieeceeeeeeeeee 20



3 Application Intelligence and InterSpect ..........ccccciiiinnsrssmmmmmmmmenrrnnrreeeees 21

ODBJECLIVES vttt ettt be et sb e b 21
| QS 70 L1 1 TSR 22
The Need for Internal SECUTTLY ....c.uveeviiieeiiieciieeeiee e e 24
InterSpect and Perimeter SECUIItY .........coceeviriiriiiiniinieeienieseeeeeee e 24
Protecting Resource Value .........coccuiveiiiiiiieiiiecie e 25
7o ] 11 ) s NSRS 25
Threats and ProteCtions ..........cceeiiiiiiiiiieiieie ettt s 26
Worms and MalWare ..........cccooiiiiiiiiiiiie e 26
e 1e] 111 YRS PR 28
External Countermeasures for Internal Resources ...........cccoooeviieniiniiinnninnn, 29
Internal CONIOLS ......coouiiiiiieiieie e 30
INEEISPECT ettt e et e e et e e e et e e e ente e e e ennnaaee s 33
INterSPect FEAtUTES ......ooouiiiiiiiiiiiieeeeceeeee e 35
SMATtDEIENSE ....eoneiiiiiiiiieiie e e 38
Application INtllIZENCE .......ccecviieiiieeiiecieeeeeee e 38
Components of SmartDefense ...........ccceveeviriiniiiiniiinceceeeecee 38
SmartDefense Capabilities .........cccccverviieiiierieeiiieieceeee e 39
IMPICTE DEIENSES ..veeeeiieeiiieeiiie et e et as 39
Abnormal-Behavior ANalYSiS .......cccoccierieiiiieniiiieeie e 40
Subscription-Based Updates ..........cceeceeeviieriieiiienieeieeieeeeeiee et 40
WED INtEIIIZENCE ....eviiieiieeiieeeee ettt eenaaees 41
Web Intelligence COMPONENLS ........ccoueriiriieiiieienierientenieeeeteee et 41
Centralized CONIOL .....oceeiiiiiiiiieeee e 42
ONIINE UPAALES ..veviiiiiiiciiie ettt et e e eeaaeeenaeeenneees 42
Reapplying a SmartDefense Update ...........coceeveriiniiieniinieninieneceeeneeees 44
Real-Time Attack INfOrmation ............cocceveeiiiiinieiinieseeeeee e 45
Connection BIOCKING ......ccooviiiiiiiieiiecee et 46
Network Segmentation .........cccceoeevieriereriienieie ettt 47
Common Internal Attacks ........c.ooeeiiiiieiiiienieeeeee s 49
Worm Propagation ..........ccceeeeiieeiiieeiiieeie ettt 49
Denial-of-Service (DOS) ...oooiiiiiiiieeee e 50
Distributed Denial-of-Service (DDOS) .....ccoeviiiiiiiiieiieeiecseeeeeee e 50



4

5

InterSpect Appliance Hardware ..........ccccccciiiiiimmmmmmmmnmmnesssssssssssssnnn. 51

ODJECTIVES .evvienvieeiiieiieeieertteeiteeteeeteebeesteeebeessaessseeseessseeseessseenseessseenseensneenns 51
| QS A LS 4 14 TSRS 52
INEETSPECE 210 e ettt ettt e et e st e e ebee e neeenas 53
Hardware Capabiliti€s .........ccccieviiriiieiieiie et ene e 53
InterSpect 410/610/010F ....cc.eviiiiieeieeeeeeee ettt tee e e e e aaeeens 58
INEETSPECE 410 oottt et e st 58
INEETSPECE 010 oottt e ae e e e eaeees 58
INtErSPECt OLOF ..ooieeeeiieeee et e e e e et ee e 59
Hardware Capabiliti€s .........ccocieviiiiiiiieiiieieee et 60
TrOUDIESNOOTING ..c.vviiviieiiieiiecie ettt ettt tee e e e e ssseeneeas 67
Mean Time Between Failures ...........cccooeiiiiiiiiiiiiiieeeeeeee e 67
Configuring and Managing InterSpect ...........ccccocmmniiiminnnisnnnnnnnnnnn, 69
ODJECHIVES .evvieiieeiiieiieeieerteeeiteeteeeteebeesteeebeestaeesseeseessseeseessseenseessseenseensneenns 69
KEY TEIMS ...eveieeeeieee ettt e et e e e et e e s eetaeeeennnneeees 70
Configuration and SELUP .......occvieriiiiiieiiieiieeee et 71
Initial ConfiUIAtION .....cceeeivieiiieiieiieeieeee ettt be e eene 71
Basic Configuration ...........ccccceeeiiieeiiee e e 71
Logging into SmartDashboard ...........cccceeeiiiiiiiiiiiiiiiee e 72
Managing InterSpect with SmartCenter SErver .........cccoceevierciieiienieecieeie e, 73
OVETVIEW ittt ettt ettt st b e he e et e bt e et e et e e sateebeesaeeenbeeeee 73
Understanding Central Management .............cccoecveerieeiienienieeniesieeieesve e 73
Secure Internal Communications (SIC) .....cc.eeeviiiiiiieniieeiiiecee e 74
Performing a Central SmartDefense Update ...........cccccoeeveriieninnienicneencneenn 75
Centrally Managing an InterSpect Appliance .........ccccoceeverienenienienennennenn 75
INtErSPECt LOZZING ...evveiiiieeiiieeiee ettt ettt et ee e e eiaeesaneeens 76

iii



(SO 0 T=T 01 [0} V70 4 T=T g1 ST o =T F- 1 o X 77

ODBJECLIVES ettt ettt ettt ettt ettt sbe et 77
K@Y TOIMNS ..ottt et et e e e e e e saaee e 78
InterSpect Operational OVETVIEW .......c..cccvieeiuiieeiiieeiiieerieeeeeeeieeeereeeereeeereeesavee s 79
Bridge MOdE ....ceeiiiiiiieeiee et 80
SWILCh MOAE ...t 81
ROULET MOAE ...t 82

Lab 1: InterSpect Configuration and Demonstration Toolkit Setup ........cc.ccecoeneeee. 85
Lab 2: Configuring SecurePlatform Using sysconfig ..........cccceceevvverienciieneenieennen. 89
Lab 3: Accessing The InterSpect Web Interface ..........cccccevveviiviiiinciiinciieeieeeee. 99
Lab 4: Installing SmartDashboard ............ccceciriiniiiiniiiiecee 103
7 SmartDefense and Web Intelligence ..........ccoccimiimmrmninnnnnnsnnnssseennnns 109
ODBJECLIVES .eviieiiiieeiiieeeiieesiee et e etteestteesteeeseaeeessbeeesaeesseeessseeessseeessseesnnseennnns 109

KEY TOIMS ..ttt ettt st e s 110
SmartDashboard TOUL ........cc.ooiuiiiiiiiieiee e e 111
General INformation ..........c.ccooiiiiiiiiiiii e 113
ZLOMIES ...evveeeeiitieeeestteeeeeteee e e tteeeaaaaaee e e ataeeeeesbaee e e ntaaee e e naaaeeeantaeeeeanaaaeeennraees 114
LOGEING oottt ettt ettt e et e et e e et e e enneeennnes 117
DyNamicC LISES ..eieeuviiiiiieiiiieeiieeciieesiee ettt et et e e eeeaeeeaaeeesreeeenaeeenns 120
SWILCRES ..viiiiiieeiiee ettt et e s e e e e eear e e e aaeeenaaeas 121
PrOfIlEs ... e 122
Regular Expressions in INtETrSPECt .......eeevevieeiiieriiieeiieeciee e 125
Protection MeChaniSmMS ..........cccccevuiiiiiiieiiieeieeee e e e 128
Quarantine Configuration ...........ccceeecueeeriieenieeeiie e e e e 128
NEtWOTK SECUTILY .oovvvieiiiiieiiieeiee et et e e e as 129
Application INtelligENCe .........cooueriiiiiiiiiieie e 134
WED INLEIIIZEINCE ...eovvviiiieiiieiieeiee ettt ettt et e e e seaeensaens 157
WED SEIVETS ..ttt e 157
QUATANTINEG VIBW ..etiiiiiiiieiie ettt ettt ettt e 157
MaliCIOUS COAE ...vviniiiiiiiiieiieieeee ettt 157
APPLCAtION LAYCT ...oiiiiiiiiiiieiieciee et 158
Information DISCIOSUIE .......cccuivuiiiiiriiniiiieiieiceiceeeeee e 160



8 InterSpect and Protocols ..........ccccciiiiimiiimmmmmsssesssssssss s sssssssssne 163

ODJECTIVES .oeeuvieeiieiieeiieeieeeieeieesteeteestteeteesaeeesbeessaeeseessseesseessaeenseessseesseensnas 163
HTTP ettt ettt ettt e et e e e st e s aeentesneenseennans 164
HTTP Defined ...coooiiiiiiiieieeeeeeee e 164
Participants in an HTTP SeSS10N .....cccceevviiiiriiiieiiiiiiieeieeeeeee e 164
InterSpect HTTP Protection MechaniSms .........cccccccvveeviieeeiieeniieeniee e 166
HTTP REQUEST Methods .......ccceeeiiiiiiiiiiiciie e 166
HTTP FOrmat S1ZES .....cooiiiiiiiiiiiieiieeieeteeceteee et 169
HTTP HEADERS (ASCII Only RequeSsts) ......cccceveeruerieniieienienieeieseeeeeeneen 170
HEADER REJECTION ..ottt 170
HTTP on Non Standard POItS .........cccevieiiiieniiienieeeeeeeeeee e 171
Malicious HTTP Encodings ........ccccecveeeiiieiiiieeiieeieeeee e 171
TP ettt ettt aeas 172
FTP DEfINed ..c.ooiiiiiiiieiieeee e 172
The FTP SESSIOMN ....eeiiiiiiiiiiieeiieeeee ettt 173
InterSpect FTP Protection Mechanisms .........ccccoevieviieniieniieniienieeieesee e 175
FTP Bounce Attack ......ccccovieriiiiiiiiiiiiieeceeeeeeee e 175
CIFS ProtoCO] ....coiieiiiiieeee ettt e 176
CIFS DEfINed ...ooveeiiiiiiiiiiieiieieeeeeeest ettt s 176
The CIFS SESSI0N ...eeiuiiiiiiiiiiieiieieeiiesteete sttt sttt sttt et sbe e e seeens 177
InterSpect CIFS Protection MechaniSms ...........cccoeevvieeiieeeiiieniiecie e 179
File and Print Sharing: CIFS WOrm .......cccccoecieiiiniienieeieeiieee e 179
INUIL CES SESSIONS ..uveiieniieiieriieieeie ettt ettt ettt sttt et eaeesteeee e 179
Blocking PoOpup MESSAZES .......ceecviiiiiieeiiieeiiie et 179
Blocking ASN.1 Bitstring Encoding Attack ........c..ccoceeviniininiiniineniie. 180
Blocking ASN.1 Bitstring Encoding Attacks over SMTP ........ccccovevienennee. 180
Blocking Wins Replication Attack .........ccccoeiiiiiiniiiiiiiiiieeieeceeeeeen 181
Blocking WINS Name-Validation Attack ........c.ccoceveviiinieiiniiininenieee, 181
Blocking Long CIFS PasswWords ..........ccceeveeiiierieniiieiieeieeieeeie e 181
Blocking SMB Server Buffer Overflows .........cccccoceeveriiniricnicnencneceee, 182
Blocking Message-Queuing Buffer Overflows .........cccoccveviiniiieiieniieeieennen. 182
P2P PrOtOCOL ..ot 183
The P2P Protocol Defined ..........ccoooviieeiiiiiiiiececce e 183
Peer-to-peer networking SESSIONS .........ceeveeeiiieriieriieniieeieeiee st 183
SmartDefense P2P Protection Mechanisms ..........ccccoeeveeviieenieeinieeeiieeeen. 185
KQZAA oot e e e e e e araaa s 185



DITECLCONNECT eeeveiiiiiiieeeeeeeeeeeeeeeeeeeeeeee ettt e et e e e e e e e e e e e e eeeeeeeeaeaaaaaaes 186

(€ 101157 | - TSR 186
EIMIULE .ot e e e e e e e e areeennes 187
BItTOTTENE ..ottt ettt et esaeeenbeenes 187
RPC PrOtOCOL ..ottt ettt ettt e s e e enae e e eees 188
The RPC Protocol Defined .........ccoooviieeiiiiiiiieeeeeeeeeee e 188

The RPC SESSI0MN ..eiiiiiieiiiiiiieiieeiie ettt ettt et e beeseaeeneeas 189
SmartDefense RPC Protection MechaniSms ...........cccceeeeveerieeciienieenieenieennneans 190
UNIX-RPC .ottt et et e e s ae e e abee e 190
MS-RPC ettt 191

Lab 5: Configuring InterSpect Bridge Mode .........cccovvieviieniieiiiiniicieeieeeeeee 193
Lab Configuration ........c..coceevierieiiriieniee ittt 194

Lab 6: The InterSpect Demonstration Tool ..........ccceeeviieriiiiiieiienieeeee e 209
Appendix A: Updating SmartDefense...........ccccvvvniiinnisssssssssssmmsmmmmnssssnnnnnens 221

vi




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


