Contents

Preface: Check Point NGX (R65) Security
Administration on Nokia IP

Security Platforms ... i
Course Layout .. ... iv
Course REqUITEIMENLS . . . . o\ttt ettt et e e e e et iv
PreTEqUISIEES . .« o v vt ettt et e e e e e iv
Check Point Certified Security Administrator (CCSA). . ... ..ttt v
CertifiCation . . . ..ottt e v
Recommended Lab Topology . ... vii
Standard Configuration. . . ... ... ..ottt e vii

IP AdAIeSSES. . o v o vttt e viil

Lab TEIMS . . o ot o ettt et et e e e e e e e e e e xii
Check Point Security Architecture. ...ttt Xiii
Unified Security Architecture . .. ...t i e Xiv
Complete ProteCtion . . . ..o v ittt e XV
Broad Range of Security SOIUtIONS . . ... ...ttt XVi
NEtWOTK SECUITLY . . o v vt ettt et e et e e ettt et et e e XVvii
Data SECUIILY &+ . v vttt et ettt et e e e e e e e e e Xix
Security Management . . . .. ... v ittt XX
SEIVICES . . vttt et et e Xxi
Training and Certification. . ............. ittt xxii
COM A e xxiil
Learn MOTE. . . o oottt ettt e e e e e e e e e xxiil
Module 1  Sales OVerview ... 1
The Nokia Complete System Approach ........... ... ... ..., 2
Platform Layer . . . .. ..ot e 2
Application Layer. . . .. ..ottt 3
Management Layer. . .. .. ...ttt e 3
SUPPOTt LaYer. . . . oot 4
Nokia IP Security Platforms. ......... ... . . 5
Plug-and-Play Implementation . .. ... .........u.untin ittt 5
Easy Serviceability . . . . ..ot 5
Routing and Stateful InSpection. . . . ... ...ttt e 6
Remote-Network Management . . . ... ..ottt et 6
Centralized Management. . . . ... ..ottt e e 6
World-Class Routing Functionality . . .. ... e 6
High Availability . .. ... ... o e 6
Nokia IP CIUSEIING . . . oot vttt et e et e e e e e e e e et 7
Nokia IPSO and Network Voyager ........ ... ... i, 8
NoKia IPSO . .ot e 8
Nokia Network VOyager . . . . ..ottt e e e e 8

Nokia Products. .. ... ... 10



SOHO ProductsS. . . ..o 12

NOKIATPOO . . . oottt e 12

Enterprise Products. . ... 15

Nokia IP260 and IP265 . . . .. ..ot e 15

NOKIATP290 . . . .ot e 17

NOKIATP390 . . ..ot 17

NOKIAIPSO0 . . . .ottt e 18

Carrier/XSP Products . . ... .. 20

Nokia IP690 Hardware . . . ... ..ottt et e et e e 20

Nokia IP1220/1260. . . . oottt e e e e e 21

NOKIa TP 2255 . . o e 23

NOKIA TP2450 . . . ottt e e e 24

Module 2 Nokia IPSO . 27
Nokia IPSO Operating SyStem . .. .........ooiiiiiiiiii i 28

IPSO Routing Daemon (IPSRD) . . . .. .ot 29

IP Clustering in IPSO . . . ..ot e e 30

Command Line Interface (CLI). . .. ..ottt e e e 32

Disk Mirroring (RAID Level 1). ... ..o e e 32

What’'s New in TIPSO 4.X . . oo o ittt e e e e e e e 33

ReVIEW: IPSO 4.X . .ottt e e 34

Module 3 Initial Configuration .................................... 35
Nokia IP Security Platform Configuration.................... ... ... ....... 36

Accessing the NSP .. ..o 37

ConNecting t0 VOYAZET . « . o« ottt et e e et e e e e e 38

Boot Manager. .. ... 40

Adding Passwords . . ......t i 41

Host Name and Admin Password . ............utiiii e 42

Selecting Voyager Interface .. .........uuiniee ettt 43

Setting Up INterface . . ... oo vttt e e e e e 44
Module 4 Introduction to Voyager ....... ... 47
Introduction to VOyager . ........ ... 48

Connecting and Authenticating . . . ... ... .ottt ittt 48

Navigating within Voyager ............. .. i 50

Accessing Features in VOYager . . . . oo vttt et et 50

Configuration and Monitor Menus. . . . .. ..ottt 51

Reset, Apply and Save Frame in Voyager . .. ...ttt 53

Module 5 Introduction to Voyager ... 55
TIPSO Flle System and Directory Structure. . ............coiiiinnneeennon.. 56

The IPSO/config DIrectory . . . ..o vttt e e e e e 57

IPSO /IMage DIreCtOry . . . . oo v ettt e e e e e e e e e 58

IPSO File System and Partitions . . . ...ttt 59

Diskless File System. . . .. ..ottt e 60



Module 6

Module 7

Module 8

Module 9

Module 10

Module 11

Introduction to CLISH ... ... ... ... .. . 63

CLISH — IPSO’s Dedicated Configuration Shell ............................ 64
Command-Line Movement and Editing. . . .......... .. .. i, 65

Command Completion . .. .......uuit e e e e 65

Command Recall .. ... ... . 67

Command Help. . . ..o ot 68

Top Level Commands. . ... .ouut ettt e ettt e 69

CLISH Script Commands . . . ..o vo ittt ettt e ettt et et 69
Interfaces and the Database ........................................... 73
IPSO’s Underlying Database . . ..., 74

Making Database Changes . . ... ...ttt et 75

Uses of IPSO Configuration . . ... ...ttt ettt ettt ettt eieenns 76

Configuring Interfaces . . ...ttt e 76

Configuring Physical Interfaces. . .. ........ .ttt e 78

Configuring Logical Interfaces .. ...ttt it 80

Renaming the Interface. . . ... ... it 81

Setting up Remaining Interfaces . .. .......v ittt 83

Support for Nokia VLAN . ... 85

VLAN Environments Multiplex N:1 .. ... oo e 85

Typical System Configuration ...................................... .. 89
Configuring Basic System Parameters .............. ..., 90

Setting the TIME . . .« .ottt e e e e e e 90

Configuring Host Table. . . .. ..ot e 91

Change the Name of your Appliance. . .. ...... ...ttt 93

Configuring DNS Settings. . . . .. oottt e e e 93

Sending ALCITS . . ..ottt 94

Auditing ... 97
Using Session-Based Voyager. ............. . i 98

Advantages of Session-Based Voyager .. ........... . i 99

Advanced Login Options in VOYager. . . . . ..ottt et 99

Configuring Voyager Web ACCESS. . . . v v v vttt ettt et e 101

Voyager Auditing OPtioNS . .. ..ottt ettt e et e 103

Static Routes ............................... 105
Adding Static Routes . . ......... 106

Static Routes Needed for Path Determination . ..................ooiiniinnenn .. 106

Adding a Single Static ROULE. . . . . oo\ttt et e e e 108

Adding Multiple Static ROULES . . ..o\ v ittt et e e et et et 109

DHCP and PPPoE ... ... ... . 115
Whatis DHCP . .. ... . 116
BOOTP/DHCP Relay . .......cooiii e 122

Extending BOOTP/DHCP using BOOTP Relay. .. ........vuiiiininiianan.. 122



Module 12 Diskless Architecture ........... ... ... ... 129
Nokia IPSO Diskless Architecture .. ...........ooiiiiieiieeiiaeen, 130

Diskless Systems are Flash-Based . . .. ....... ... ... . 130

Files are Decompressed on BOOt . . . .. oottt 130

Run-Time Considerations . . . . .. ...ttt e e 131

Module 13 Local Services ... ... 133
Working with Local Services. ...... ...t 134

Configuring NTP in VOYAET . .. oottt ettt et e et e 134

Module 14 Diagnostics Tools ... 141
Troubleshooting. . . .. ... i 142

Module 15 Configuring SSH ... . 149
Secure Shell Overfiew . ... .. e 150

Setting Up SSH . . ..ottt 154

Enabling the SSH Service . . . ..ottt e e et 155

Create an SSH Sessiononan IPSO Client . . ........ .ttt 157

Create an SSH Session ona Windows Client. . . ............ ... oitiiiiinean... 157

Tunneling over SSH From a IPSO/Linux to IPSO . .. ... ... ...t 158

Port FOrwarding . . . ... ..ottt e 160

Troubleshooting SSH CONNections . . ... .....uuuttene ettt 163

Module 16 Configuring SSL ... . ... 165
SSL Protocol .. ... 166

Configuring SSL/TLS in VOYAZET . . . . ot oottt ettt ettt e e e 168

Setting Private Key and Certificate .. ......... ..o, 170

Module 17 Maintaining Multipe

Configurtions ... ... ... 181
The Config File Structure . . ... 182
Managing Configuration Sets . . ... .. ..ttt 182

Module 18 Backup, Restore, and

Replacement .. ... 183
Making Backups of Nokia IP Security Platform............................. 184

Configuration SES . . .\ vttt ettt ettt e e e e e 184

Scheduling a Backup Task ... ..ottt e 187

Module 19 Managing IPSO Images ................................................ 189



Module 20

Management

Module 21

Module 22

Module 23

Module 24

Module 25

Module 26

Module 27

Module 28

Upgrading IPSO Version ...ttt 190
Upgrade Defined. . . .. ... i 190

Package Installation and

................................................................................... 197
Installing Software From Voyager............... ... i, 198

Installing Fromthe CLI. . . .. .. .ttt et et et et 200

Boot Manager ................. . 205
Resetting the Admin Password ......... ... ... ... . . . 206

Restoring an IPSO Device . ... 208

User Management ................................ i 209
Creating Accounts Other than “admin™. ............ ... .................... 210
...................................................................... 211
Role-Based Administration .......................................... 213
Role-Based Administration ...ttt 214

ROLE Creation . . . vttt ettt ettt e e et e e e e e e e e 214

Predefined ROIES. . . . ..o v ittt e 215

AAA Concepts ... 219
Overview Of AA A . . . 220

RADIUS and AAA . . . .o e e e e 220

Nokia and AAA . ... e 221
Configuring RADIUS ... .. ... 223
Configuring RADIUS ... ... 224

Monitoring RADIUS Traffic. . . .. ..ot i e 232

Simple HA with VRRP ................................................ 235
What Happens When a Gateway Fails? .................................... 236

VRRP and Hot Standby . .. ..... .o e 236

Simplified VRRP Configuration . ... ... ...t 242

Check Point Clustering ............................................... 245
CluSter XL . ..ot 246

The CIuster ObJECt . . ...ttt ettt e e et 247

Monitoring ... 253



Monitoring the Nokia IP Security Platform................................. 254

Monitoring Routing Protocols. . . .. ..ottt e 254

Monitoring SyStem Statls . . . . oottt ettt e 256

Generating RepOrtS . . . . .. vt ittt et e e e e e 257

Monitoring Syslog Using VOYagEr . .. ... ...ttt 258

Module 29 UNIX Diagnostics ........... ... 261
“ps” Allows You to see Running Processes. ..................... ..., 262

Diagnose Resource Problems .. ........ ... . 263

Module 30 Re-installing the Platform ............................................ 265
Reinstall Procedure — Boot Manager. ..............ooiiiiiiiinnnennenean. 266

Replacing and Restoring a Failed Unit. . . . ... ... . i 267

Module 31 Nokia Technical Support .............................................. 269
Nokia Complete System Approach ............. ... . i .. 270

Nokia Online Technical SUPPOrt . . .. ..ottt e 271

Registering on Nokia Support Site. . .. ... ..ottt e 272

Software Downloads. . . ...... ... . 273

Reporting Problems using Cases . . . ... vv vttt ettt e 274

Searching for SOIUtIONS. . . . .. ... e 275

Nokia Knowledge Base. . . .. ....ootn it 276

Nokia Technical Assistance Center (TAC). . .. .ot v ittt 277

Module 32  VPN-1 OvVerview ... ... 281
VPN-1 Fundamentals. ........... i 283

Check Point’s Security GateWay. ... ...ttt i 285

Bridge Mode. . . .ottt 290

Bridge Mode and STP. . .. ..ottt e e 291

VPN-1 Gateway Inspection Architecture. .. .. .......vuutii .. 293

Security Policy Management. . ..., 296

SmartConsole COMPONENTS . . . . .o vttt ettt e et e e e et e e e e 296

VPN-1 SmartCenter SETVEeT ... ... ..ottt 308

Basic Concepts and Terminology . ... ...vvu v ettt et et et 308

Using Management PIug-Ins . . . .. .. ...ttt 310

Securing Channels of Communication. . .. .........uuuinienernninenennnn... 311

Administrative Login Using SIC . . . .. ... ottt it et et 314

SmartUpdate and Managing Licenses . ...t ... 315

Understanding SmartUpdate . . .. ... ..ottt 315

Overview of Managing LiCenses . . . .. ..o u ettt i e 317

CONracts/SEIVICES . . . o\ttt et et et e e e e 323

Service CONIACES . . ..o oottt ettt e e e e e e e 324

Working with Contract Files . . . ... ... . 325

ReVICW . . 336

ReVIEW QUESHIONS . « & o\ vttt ettt ettt et e e e e e 336

REVIEW ANSWETS . « o vttt ettt et e e e et e et ettt 337



Module 33 Introduction to SecurePlatform .......................... ... ... 339
INtroduction . ... ... 341

SecurePlatform Hardware Requirements

AN S UP. . .o oot 342
http://www.checkpoint.com/services/techsupport/
hel/index.html ... ... .. 342
Hardware Compatibility Testing Tool . .. ....... ... i 342
Usingthe Command Line. ...ttt 344
Basic Linux Commands . . ... .......iunttntt e 344
Backup and ReStore . .. .. ..ottt e 347
Viewing Scheduling Status inthe WebUI .. ........ .. ... ... ... iiiiiiienon.. 349
Restoring the Backup via the Command Line ...................oiiiininunnnn.. 349
Restoring Older Versions of SecurePlatform . ........ ... ... ... ... .. ... . ... 351
Scheduling a Backupinthe WebUI. . .. ... ... ... i 352
Viewing the Backup Loginthe WebUIL. . ............ .. ..., 353
Generating CPINfo . ... ... i i e e 353
Critical Check Point DireCtories . . ... ....uuutt e 354
LOog Files oottt e 354
objects.C and objects 5 0.C . ... ottt 354
TUlebases 5 0.0WS. . .o\ttt e 355
fwauth. NDB . . oL 355
Exporting User Database Only ... .......... it 355
Backing Up Using upgrade eXport . .. .. ..uu vt ettt et etieieeeannn 356
Managing Your SecurePlatform System. ........... .. ... ... o 358
Connecting to SecurePlatform Using Secure Shell . .. .......... ... ... ... .. ..... 358
USer Management. . . . ..o .vu vttt e ettt et e e e e e 359
SecurePlatform Command Shell......................... ... ... . ......... 360
SecurePlatform Command Shell .. ... ... ... .. 360
Management COmmands. . . ... uu ittt et e 361
Documentation Commands . . . ... ...ttt e 362
System COMMANAS . . . ottt et ettt et ettt e e e 363
Snapshot-Image Management . . . . ... vu ettt et ettt 364
System-Diagnostic Commands . . . .......uutt ettt 365
Check Point Commands . . .. .....ou ittt e 366
Network-Diagnostic Commands . . .. .. ovu ettt it et 369
Network-Configuration Commands. . . .. ... vttt ittt ie e e 370
User and Administrative Commands . . ... ...ttt 373
ReVIeW . .o 374
ReVIEW QUESHIONS . « . o . ot ettt e e e e e e e e e e e 374
REVIEW ANSWETS. . o . ottt ettt et e e e e e e e e e e e e e e e 375

Module 34 Introduction to the Security

POLiCY o 377
Security Policy Basics .. ... ... 380

The Rule Base . .. ...ttt e e e e e 380

Managing Objects in SmartDashboard ..................................... 381

SmartDashboard and Objects . . ... ...ttt e 382

Managing ObJeCtS. . . . . oo v ettt et e e 383

Changing the View inthe Objects Tree . . ... .. oottt 385

Creatingthe Rule Base ............ ... ... i, 387



Basic Rule Base ConcCepts. . .o vttt ettt e ettt 387

Default Rule . . . ..o 387
Basic RUles. . . ..ot 389
Implicit/Explicit Rules . .. .. ..o et e 391
Control CONNECHIONS . .« . o vttt et ettt e e e e e et et 392
Completingthe Rule Base ............. ... . ... i i i, 396
Understanding Rule Base Order .. ....... ... .. 396
Rule Base Management. . . .......outtuutiie ettt 397
ROVIEW . . o e ettt et e 397
USEIUL TIPS .+ v vttt e e e e e e e e e e e e e e 397
Policy Management and Revision Control....................... ... ... .... 399
Policy-Management OVErVIEW ... ...ttt 400
Policy Packages . . .. ...t e 401
Installation Targets . . . . .. oottt et e e e 403
Querying and Sorting Rules and Objects . . .. ...t 404
Database Revision Control.......... ... ... 408
Implementing Database Revision Control . .. ......... ..ottt enenenan.. 408
Network Address Translation ................... .. . ... 411
TP AdAressing . . . . oottt et e e e e e 412
Dynamic (Hide) NAT . . .. oot e e e e e 413
Static NAT . . oottt e e 414
Hide Versus Static . ... ...ttt e e 414
Choosing the Hide Address in Hide NAT . ...... ... .. 415
Configuring NAT . . . oot e e e e e e e e 415
Dynamic NAT Object Configuration. . ... ......utn ittt 418
Manual NAT ..o e 422
Enabling VoIP Traffic...... ... 425
Supported Protocols . . . ..ottt 426
Session Initiation Protocol. . . . ... oottt 427
Ho323 430
Detecting IP Spoofing . ... 437
Configuring Anti-Spoofing . . . .. ..ot e 437
MUltiCasting . .. ..ottt 440
Configuring Multicast Access Control. .. ...ttt 440
ROVICW . . 442
ReVIEW QUESHIONS . . . . v ottt ettt e e e e 442
REVIEW ANSWETS. . ¢ . ottt ettt et e e e e e e e e e e e e e e 443

Module 35 Monitoring Traffic

and Connections ........ ... 445
SmartView Tracker. . ......... .. e 447

SmartView Tracker LOgin. . .. .. ..ottt 448

L0 TYPES « o v ottt et e e e e e e e e e e e e e 448

SmartView Tracker Tabs. . . .. ..ottt e e 450

ACHON LCONS . .« ettt 452

Log-File Management. . . . ... ..ottt ettt e e e e 453

Administrator Auditing. . . ... ... 454

Global Logging and Alerting. . . . .. ...ttt e e 454

TIME SEHNES « - ¢ e v et ettt ettt e e e e e e e e e e 457



Blocking Connections . .. .........uiiuuuit ettt 459

Terminating and Blocking Active Connections . .. ...........ouuuuereunenenanan.. 459
SMartView MONItOT . . .. ..ottt ettt et 461
SmartView Monitor Login . .. ... . 463
Customizable VIEWS . . .. ... 463
Monitoring Suspicious Activity Rules . .. ......... i 470
MonItoring ALCTES . « . . . v ettt et e e e e 470
SmartView Tracker vs. SmartView Monitor . ........... ... ... .. ... .. 474
Eventia Reporter . ... ... oo 476
REPOTE TYPES .« o v ot e ettt et e e e e e e e e e e e e e 478
Predefined REPOTtS . . . . ..ottt ittt e e e 480
Customizing Predefined Reports . . . .. ... .ottt 482
Eventia Reporter Considerations . . . .. ... ..uu ittt ettt et 483
Eventia Reporter LiCensing . . . . ... .. vttt ettt e e 486
REVIEW . . oo 487
ReVIEW QUESHIONS . . o . v vttt ettt e e e 487
REVIEW ANSWEIS. . . .ottt ettt et e e e e e e 488

Module 36 User Management

and Authentication ... 489
Creating Users and Groups in SmartDashboard .......................... ... 491
Introduction to VPN-1 Authentication ............... ... ..., 492

Introduction to Authentication Methods. .. ......... ... ... ... ... ... i i 492
Authentication Schemes ... ...... ... ... 494
Authentication Methods ......... ... ... . . . 497
User AUthentication . . .. ... .. ut vttt et e e e et 497
Configuring User Authentication. . . .. .........uunttn et 504
Session AUthentiCation . .. ... ... .. u. ittt e 505
Configuring Session Authentication .. ................iuviiinenenernenenanan.. 506
Client AUthentication . . .. .. .. ...ttt et et et 507
Configuring Client Authentication. . .. ...ttt ettt 513
Resolving Access Conflicts. . . ..o uu ettt e e 515
Configuring Authentication Tracking . .. ... .......ouuuntrmuntn e 516
LDAP User Management with SmartDirectory ............................. 517
LDAP Features. . .. ..ottt e 517
Multiple LDAP SEIVEIS. . . o oottt ettt e e e e e e e e e 519
Using an Existing LDAP Server . .. ...ttt 520
Configuring Entities to Work with VPN-1. .. .. ... . o 520
Managing USETS . . .. o .v ittt ettt e e e e e e e e 526
SMArtDIrectory GIOUPS . . . . oo v vttt ettt e e et e e e e e e 527
ReVIEW . . o 528
ReVIEW QUESHIONS . .« . o v vttt ettt et e e e et e e e 528
REVIEW ANSWETS. .« . ottt ettt ettt e e e et e e e e e e e e e e 529

Module 37 Check Point Qo0S .. ... .. ... 531

Check Point QOS OVEIVIEW . . . ..ottt 533
Stateful INSPECtion . . . . ..ottt 534
Intelligent Queuing Engine . . . ... ..ottt 534

Weighted Flow Random Early Drop . . ... ..o oottt 534



Retransmission Detection Early Drop .. ... ...t 535

Check Point QoS Architecture. ...t 536
Basic ATChIteCtUre . . .. .. ...ttt e 536
QOS SMArtCeNter SEIVET . . .\ v ot et et e et e et e e e e e e s 536
QOS SMaArtConSO0le . . . .ottt e e 537
The Security GateWaY . . . . o« ottt ettt et e e e e e e e 537

Deploying QoS ... 539
Check Point QoS Topology Restrictions .. ......... ...ttt 541

Check Point QoS Rule Base. ............ ... i 543
Bandwidth Allocationand Rules . . . .. ... ..ot 543
Traditional and Express Modes . . . . ..o o ottt 545
QOS Action Properties . .. ... ..ot e 547
Bandwidth Allocation and Subrules. . . ......... . . 549
Implementing the Rule Base . . . ... ...t 550
QoS Rule Considerations . . ... ...ttt et e 551

Differentiated Services ............oouiiii e 553
DiffServ Marks for IPSec Packets . . .. ...t 553
Interaction Between DiffServ Rules and OtherRules. ........... ... .. .. ... ..... 554

Low Latency QUEUING . . .. ..ottt et 556
Low Latency Classes . . .. ..ottt e e e e e e et 556
Low Latency Class Priorities. . . . .. ..ot ittt e et e 557
When to Use Low Latency QUeUIng . . ... ..ottt ettt eee 561
Authenticated QOS . . ... . 562

Monitoring QoS PoliCy .. ...t 563
SmartView Tracker. . . ... ..ottt 563
SmartView MONItor . . ... ..ottt e 565
Eventia REPOTter. . . . o\ vttt ettt e e e et e e e 565

Optimizing Check Point QOS. ... ... .. 567

ROVICW . . 568
ReVIEW QUESHIONS . « .« . ot vttt et e e e e e e e 568
REVIEW ANSWETS. . ¢ . ottt ettt et e e e e e e e e e e e e e e 569

Module 38 Basic SmartDefense

and Content Inspection .......... ... 571
Introducing SmartDefense .......... ... .. . 573
Networks and Application Intelligence ... ......... ...ttt 574
Web Intelligence. . . . .. oo v ittt e e e 575
Online Updates. . . ..o vv ittt et e e e 575
Monitor Only MOde . . . ..o ot e 576
Network SeCUIItY .. ..ottt e 578
Denial-of-Service . . . .. ..o 578
IPand ICMP. . . . e 580
TP .o 580
Fingerprint Scrambling . . . .. .. ottt e 581
Successive EVENtS. . . ..o v et e 582
DShield Storm Center. . . ...ttt ettt e 583
POrt SCANMING . . . vttt ettt et et e e e e 585
Application Intelligence .......... ... ... . 588
Mail . oo 588



Peer-t0-Peer . . o .ot 590
INStANt MESSAZING . « .« « v ot et ettt et e e e e e e e 590
DN S L 591
VOl Lo e 592
SN M P . 592
Web Intelligence . . ... 594
Web Intelligence ProteCtions. . . . .. ..ottt ettt e 594
Web Intelligence License Enforcement . . ... ... ... ... . .. 596
SmartDefense Services .. ....... ... 599
Download Updates Tab. . . .. ..ottt ettt et et 599
Advisories Tab . . . ..o 601
Security Best Practices Tab. .. ... ...t 603
Content INSPECtion . .. ... it 604
Introduction to Integrated Antivirus
and Web-Filtering Technologies. . . .. ....ouuit it i 604
Database UPdates . . . ..ottt e et ettt et e e e e 605
ANtivIrus-Scan Settings. . . ..ot vttt 606
Web FIltering . . .. oottt e e e e e e 614
ReVIEW . .o 616
RevIeW QUESHIONS . . . . oottt ettt e e e 616

REVIEW ANSWETS. . o . ot ettt ettt e e e e e e e e e et e et e 617







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


