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Preface

Scope

This document describes the Scv (Secure Configuration Verification) Specification.

Who Should Use this Document

This API specification is written for developers who write software to enhance the network
security provided by VPN-1/Firewall-1.

It also assumes that you have a basic understanding and a working knowledge of the
following:

" system and network security

s the VPN-1/FireWall-1 product

" system and network administration

" the C and/or C++ programming language

" the Unix or Windows operating system

s Internet protocols
What Typographic Variations Mean
The following table describes the typographic variations used in this book.

TABLE P-1 Typographic Conventions

Typeface or Symbol

Meaning

Example

AaBbCc123 The names of Edit your . | ogi n file.
commands, files, Use | s -a to list all files.
and directories; machi ne_name% You have
on-screen mai | .
computer output; sessi on = sam new_sessi on
code (client, server);

AaBbCc123 same as above, session = sam new_session
but with emphasis | (client, server);

Save Text that appears Click on the Save button.

on an object in a
window
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TABLE P-1 Typographic Conventions (Continued)

Typeface or Symbol

Meaning

Example

<your text> Replace the angle | Edit the file
brackets and the <FWDI R>\ | i b\ yourfil e. xx
text they contain
with your text.
Lines of data or line 1
code omitted from | line 2
example
line n
[iten] The item is dir [/0]
optional.
[iteml] [item2] | List of optional dir [/o] [/w] [/s]
items
itenl | iten2 | Choose one of the | copy infilel | infilel +
itenB items. infile2 |infilel + infile2
+ infile3 outfile
italic Specific values one of addnet | addapp

will be shown in
italics
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1

CHAPTER
SCV API Functi
In This Chapter
Overview page 7
SCV Check page 7
Desktop page 9
Programming Model page 9
Third Party Programming Model page 9
OPSEC programming model page 9
SCV API Overview page 10
Overview
Check Point’s OPSEC (Open Platform for Security) integrates and manages all aspects of network
security through an open, extensible management framework. Third party security applications can
plug into the OPSEC framework via published application programming interfaces (APIs).
This document describes the SCV (Secure Configuration Verification) Specification.
SCV Check

An SCV check is a DLL (Dynamic Link Library) that queries the security aspect of the configuration of
a computer. The check produces a boolean value of “verified” or “non-verified”. VPN-1/FireWall-1
SecureClient uses SCV checks to determine the overall security configuration of the computer.

There may be several SCV checks installed on a computer running VPN-1/FireWall-1 SecureClient.
Each individual SCV check simply reports “verified” or “non-verified” to VPN-1/FireWall-1
SecureClient.

A single SCV check can test many settings.
Example of three checks:

An “Anti-Virus” SCV check would test whether the anti-virus software is currently executing, has
boot sector protection on and has the latest signature files.

Each SCV DLL should expose a function returning a boolean value that will be called by VPN-1/
FireWall-1 SecureClient. The SCV check can initiate a call to VPN-1/FireWall-1 SecureClient to report
changes in the security configuration. In addition, the SCV check can also pop up a message box to the
user and send a log to the VPN-1/FireWall-1 SecureClient log file.

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2 7
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The SCV check implementation should be synchronous when VPN-1/FireWall-1 SecureClient queries
SCV check DLLs for current security configuration. It is the responsibility of the SCV check to return
an indication of the current status before a pre-configured maximum time-out is reached. If this action
takes longer than the time-out, the SCV check will not be taken into account.

The SecureClient does a checksum check on each of the SCV DLLs. If the file has been tampered with
the client may not be securely verified.

FIGURE 1-1 Performing an SCV Check Overview

Scv Check Overview

Step 4 Step 2

PS installs security and SCV Load SCV Checks software
policies (only if changed from onto client via software update
last PS logon) SCV timer set from mgnt
Step 5

SecureClient periodically

launches SCV checks and reports
states to PS (kernal based UDP)
and to PW1 modules that V\ SecureClient performs
request it logon to Policy Server

Policy Server

Java Block_ing On Step 1

o Yerson a2 Admin configures the
PC Disk Encyption SCV checks to make
ison Installs on Policy Server

FIGURE 1-1 SCV Check Overview
FIGURE 1-2 Performs SCV Checks and VPN-1/FireWall-1 Intergration
SCV Checks & FW Integration

Step 4 Step 3 Step 2

FW holds connection on VPN-1 SecureClient starts a Gets policies including SCV
a Client-Authentication connectionin the clear (non- check policy

rule for HTTP encrypted) to the Internet Executes SCV checks,

determings state
Step 7

Properly configured client

is alloned Ihough\

VPNV Module [

VPN-1 SecureClient
Step 1

SecureClient logon to a Policy Server
Policy Server maintains SCV state

Step 5

FW sends SCV query to Client sends SCV

Secure Client via ICMP state in UDP packets
toFW
Policy Server

FIGURE 1-2 SCV Checks and VPN-1/FireWall-1 Integration
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Desktop

A Desktop is a metaphor for a client computer. Desktops can be PCs or laptops. For instructions on
installing Desktop Policies see Chapter 11, section “installing Desktop Policies” of the Check Point
Virtual Private Network Manual.

Programming Model
Third Party Programming Model

If an SCV check DLL needs to perform background processing, it should create a thread in which it
can perform this processing.

If an SCV check DLL needs to mantain data during it's operation it should keep a static data structure.
OPSEC programming model

This is a detailed description of the usage and integration of SCV checks by VPN-1/FireWall-1
SecureClient.

Aspects of Policy Server Downloads

The SCV Specification has two aspects:
(] Downloading an SCV policy to the Desktop
L] OPSEC Interface, or the SDK for creating the SCV check DLL

Downloading an SCV Policy to the Desktop

VPN-1/FireWall-1 SecureClient downloads Desktop policies from the Policy Server (VPN-1/FireWall-1
SecureClient RuleBase, SCV Policy, Install Policy and Log Policy). The Policy Server has no means of
enforcement and is only a mediator between the management server and VPN-1/FireWall-1
SecureClient.

VPN-1/FireWall-1 module enforces the VPN-1/FireWall-1 rule base for inbound and outbound traffic.
It is possible to configure client encryption and client authentication rules to enforce SCV status for
clients connecting using these rules. When the VPN-1/FireWall-1 module encounters a connection that
requires SCV verification, it can query the connecting machine for its SCV status. VPN-1/FireWall-1
Secure client machines that report a “verified” security configuration will be allowed to connect over
these rules, otherwise the connections will be dropped. The VPN-1/FireWall-1 module is only
concerned with whether the connecting machine has the right configuration.

OPSEC Interface

The SCV OPSEC interface defines the means by which a third party vendor can write its own SCV
checks which will verify the desktop configuration. Once a vendor wants to interact with the VPN-1/
FireWall-1 SecureClient on the desktop the third party DLL needs to be installed on the Desktop. The
administrator adds this installation to the SCV policy that is downloaded from the Policy Server, which
instructs VPN-1/FireWall-1 SecureClient to enforce the new SCV check.

Enforcement of SCV checks

Once the SCV check appears in the SCV Policy file it needs to be installed on the desktop, otherwise
VPN-1/FireWall-1 SecureClient will consider the machine “non-verified”, and it will not be allowed to
connect on VPN-1/FireWall-1 rules that enforce SCV checks.

SCV security configuration is maintained by VPN-1/FireWall-1 SecureClient at all times. If an SCV
check detects a change in the security configuration, it can report this change to VPN-1/FireWall-1
SecureClient and the new SCV status will take effect immediately.

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2 9
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SCV API Overview

The API describes the method for building SCV checks via OPSEC SCV API. It also describes the SCV
policy files that should be installed on the management server. Furthermore it details installation
procedure and registry configuration of an SCV check on the client machine.

SCV Test Tool

This is a tool which enables third party SCV Vendors to check their SCV DLL without using VPN-1/
FireWall-1 SecureClient.

10 SCV (Secure Configuration Verification) Specification - NG Feature Pack 2



CHAPTER 2

SCV API Functions

In This Chapter

Overview page 11
OPSEC Files page 11
OPSEC Table of Libraries page 12
General API’s page 12
Call Back Functions page 15
Configuration page 18
How to create the DLL page 18
Integration with VPN-1/FireWall-1 SecureClient page 19
SCV Policy Description page 20
SCV Check Tool page 21
SCVEditor page 23

Overview

This section describes the functions provided by the OPSEC SCV API. The function
prototypes are described in this document.

OPSEC Files

Header files necessary for the SCV OPSEC API.

TABLE 2-1 List of SCV Header Files

file name description

Scv_Api . h contains the functions used to communicate with the user
and the VPN-1/FireWall-1 SecureClient

Scv_cal | back. h contains the functions that must be implemented by the
3rd party

Scv_error. h contains the error code conventions

Scv_Internals.h contains the internal file that must be included in the
user implementation

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2 11
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OPSEC Table of Libraries

You must statically link the following libraries into SCV DLL in order to interact correctly
with VPN-1/FireWall-1 SecureClient

TABLE 2-2 List of Check Point SCV Interface Libraries

library name description

PiLib.lib includes the interface that binds 3rd party code to SCV

Sysprox.lib includes binding to the VPN-1/FireWall-1 SecureClient

Vertlator.lib includes a version translation mechanism

Regi ster.lib includes an auto registration mechanism of the SCV PLL
into the registry of VPN-1/FireWall-1 SecureClient

General API’'s

The general API’s may be used as needed by the SCV DLL.
TABLE 2-3 General SCV API's

UserMessageBox page 12
LogScv page 12
NotifySCVStatus page 13
UserAllocateString page 13
ImpersonateUser page 14
RevertSelf page 14
IsUserLoggedOn page 14
UserMessageBox

User MessageBox creates a WIN32 message box pop-up for the user at any time.

Prototype
SCV_STATUS User MessageBox (char * | pText,char * | pCaption, unsigned int uType);

Arguments
TABLE 2-4 UserMessgeBox Arguments

argument meaning

lpText text to appear in the message box

IpCaption message box title

uType window type win32 message box options such as: MB_OK, etc.

Return Values

SCV_STATUS as defined in SCV_error. h

LogScv
LogScv creates a log entry which will be sent to the log server via the Policy Server.

Prototype
SCV_STATUS LogScv (char* Origin, char* LogMessage, int Alert);

12 SCV (Secure Configuration Verification) Specification - NG Feature Pack 2



Arguments

TABLE 2-5 LogScv Arguments

argument meaning

Oigin SCV check name

LogMessage string with log message

alert if value of alarm is 1 log is of type alert, if value is O log is normal (alerts may be
implemented in future versions of VPN-1/FireWall-1 SecureClient)

Return Values

SCV_STATUS as defined in SCV_error. h

NotifySCVStatus

Not i f ySCVSt at us notifies VPN-1/FireWall-1 SecureClient of a change in the SCV status as
detected by the SCV DLL. This function is most commonly used asynchronously, from a
separate thread maintained by the SCV DLL which periodically makes a configuration test
and sends Not i f ySCVSt at us (FALSE) if the configuration failed.

Prototype
SCV_STATUS Noti f ySCVSt at us (BOOL STATUS) ;

Arguments
TABLE 2-6 NotifySCVStatus Arguments

argument meaning

STATUS true the configuration is “verified”, false the configuration is “non-verified”

©

Return Values

SCV_STATUS as defined in SCV_error. h

UserAllocateString

User Al | ocat eStri ng allows the SCV DLL to allocate a buffer in which to store the SCV
name.

Note - You can allocate the SCV name buffer. GetScvRegistrationParams expects to receive a pointer to

this buffer.
Note - This API is restricted to the scope of GetScvRegistryParams do not use it in other scopes.

Prototype
SCV_STATUS User Al l ocateString (int StringSize, char ** Al ocatedPointer)

Arguments
TABLE 2-7 UserAllocateString Arguments

argument meaning
StringSize required buffer size (including the null terminating character)
Al | ocat edPoi nt er returned for usage in GetScvRegistrationParams

Return Values

SCV_SUCCESS on success, SCV_| LLEGAL_STRI NG_SI ZE or SCV_ALLOCATI ON_FAI LED on failure.
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ImpersonateUser

I nper sonat eUser allows the calling thread to impersonate the security context of a logged-
in User.

Note - Before running | mper sonat eUser, run | sUser LoggedOn to check to see if the user logged.
Note - Registry manipulations:

The | nper sonat eUser API uses WIN32 API’s, and since the SCV DLL runs in
a service context (under SR_Service.exe), it is recommended to use the actual
HKUN\SID in order to impersonate an active user registry rather than closing
the HKEY CURRENT _USER registry key, as this action may cause a race
condition on the User’s hives.

For further information see:

http://support.microsoft.com/support/kb/articles/Q199/1/90.ASP

For sample code see:

http://support.microsoft.com/support/kb/articles/Q168/8/77.ASP

Note - Supported on all WIN32 platforms but has no meaning on W9X.

Prototype
SCV_STATUS | nper sonat eUser () ;

Arguments

none

Return Values

SCV_SUCCESS on success, SCV_FAI LED_TO_| MPERSONATE on impersonation failure or
SCV_NOT_I MPLEMENTED if not implemented.

RevertSelf

RevertSelf terminates the impersonation of a client application.

Note - Supported on all WIN32 platforms but has no meaning on W9X.

Prototype
SCV_STATUS RevertSel f();

Arguments

none

Return Values

SCV_SUCCESS on success, SCV_FAI LED_TO_REVERT on revert failure or SCV_NOT_| MPLEMENTED
if not implemented.

IsUserLoggedOn

IsUserLoggedOn lets the calling thread the information whether user logged on and SC GUI is
up.

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2
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Prototype

SCV_STATUS | sUser LoggedOn(BOOL * bl sActive);

Arguments

TABLE 2-8 |sUserLoggedOn Arguments

argument

meaning

bl sActi ve

Returns TRUE if user logged on and SC GUI is up. Otherwise FALSE.

Return Values

SCV_SUCCESS on success, SCV_FAI LED TO GET_STATE on failing fetch logged on state,
SCV_NOT_I MPLEMENTED if not implemented.

Call Back Functions

VPN-1/FireWall-1 SecureClient may call these functions, they must all be implemented in the

SCV DLL.

TABLE 2-9 SCV Call Back Functions
GetScvRegistrationParams page 15
Start page 16
Stop page 16
Init page 16
Clean page 17
Status page 17
GetScvDiagnostics page 17

GetScvRegistrationParams

GetScvRegistrationParams is called by the automatic registration mechanism (Pireg.exe) to
register or de-register the SCV check into the registry.

Prototype

Get ScvRegi strati onParans (char**vPiName, DWORD *dwMajorVersion, DWORD
*dwMinorVersion, char **vDisplayName, char **vszPrivateData, int install);

Arguments

TABLE 2-10 GetScvRegistrationParams Arguments

argument

meaning

vPi Name

returns SCV check name

Note - vPiName is a unique name that represents the SCV dll which is enforced by
SecureClient through SCV policy (“SCV Policy Example (local.scv)” on page 20).

dwivaj or Ver si on

returns SCV check major version number

dwM nor Ver si on

returns SCV check minor version number

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2 15
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argument meaning

vDi spl ayNane displayed SCV name

Note - vDisplayName should contain a short description of the SCV name and
functionality to be displayed by the SecureClient Diagnostics.

vszPrivat eDat a private data (usage to be determined)

instal | 1 to register SCV check, O to de-register SCV check

Return Values

error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.

Note — SCV API’s: UserMessageBox, LogScv and NotifySCVStatus should not be called in the above
callback scope.

Start

Start is called when the SCV check is started. After Start is called the SCV DLL can send
SCV status to the VPN-1/FireWall-1 SecureClient. Start will be called after Init is called.

Prototype
SCV_Status Start(int argc, char ** argv);

Arguments
TABLE 2-11 Start Arguments

argument meaning
argc the number of arguments in argv
argv an array of string arguments in the form “argname=argvalue”, which are the parameters

provided in the local.scv file for the SCV plugin DLL (see parameters section in local.scv
sample). argv[O] is the SCV check name.

Return Values

error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.

Stop

St op is called when VPN-1/FireWall-1 SecureClient stops usage of a SCV DLL. After stop is
called SCV status should not be sent to VPN-1/FireWall-1 SecureClient.

Prototype
SCV_STATUS Stop ();

Arguments

none

Return Values
error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.
Init

Init is the initialization function for SCV DLLs. It can be used for allocation and
initialization.

16 SCV (Secure Configuration Verification) Specification - NG Feature Pack 2



Prototype

SCV_Status Init(void *Reserved);
Arguments

TABLE 2-12 Init Arguments

argument meaning

Reserved N/A

Return Values

error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.

Clean
Cl ean is the function that unloads SCV DLLs. It can be used for de-allocation.

Prototype
SCV_STATUS d ean();

Arguments
none

Return Values

error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.

Status

St at us is called by VPN-1/FireWall-1 SecureClient when it needs current SCV status
(“verified” or “non-verified”) from the SCV DLL.

Prototype
SCV_STATUS St at us() ;

Arguments
none

Return Values
SCV_CHECK_PASSED in case the status is “verified” or SCV_CHECK_FAI LED in case the status is
“non-verified”.

GetScvDiagnostics

SCV has new diagnostics features that can be ported to SecureClient. VPN-1/FireWall-1
SecureClient calls Get ScvDi agnost i cs when it needs a current SCV rational string, showing secure
or insecure configuration from the SCV DLL. Every periodic check SecureClient queries both status
callback and Get ScvDi agnosti cs for their current state from the SCV DLL.

Prototype
SCV_STATUS Get ScvDi agnostics (char ** ppDiagnostics);

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2 17
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Arguments

TABLE 2-13 GetScvDiagnosics Arguments

argument

meaning

PpDiagnostics

null terminated string

@ Note - Copy rational string into PpDiagnostics which is a pre-allocated buffer limited to 1024

characters.

Return Value

error code SCV_STATUS on success, SCV_GENERAL_FAI L on failure.

Configuration

How to create the DLL

Open an empty MSDEV project (win32 Dynamic-Link-library).

@ Note - It is recommended that you use version Visual C++ 6.0 Service Pack 4 or above.

Note — Minimum libraries for compilation on a MSDEV environment using WIN32 is advapi32.lib.

Add the above libraries listed in page 12 to the project’s libraries path. Create a new C file
or use one of the sample C files provided and include the following files in it:

#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

“Scv_error.h”
“Scv_Api . h”
“Scv_l nternal s. h”
“Scv_Cal | back. h”

Implement the functions defined in Scv_Callback.h. You must implement at least a stub, if
the function needs no implementation

Creating DIlMain like the one provided in the sample:

18

/*
* DIl Main for DLL startup
* This section is necessary for SCV Plugin functionality.
*/
BOCL API ENTRY DI | Mai n( HANDLE hModul e, DWORD ul _reason_for _call,
LPVO D | pReser ved)
{

/*

* Initialize SCV Plugin with Desktop framework.

*/

Containerlnitiator();

switch ( ul _reason_for_call )

{

case DLL_PROCESS_ATTACH:

br eak;

SCV (Secure Configuration Verification) Specification - NG Feature Pack 2



}
return TRUE;

@ Note - You are responsible for freeing any memory that is allocated, with the exception of the buffer
allocate by UserAllocateString.

Compile and build the DLL.
Use /MDd for debugging or /MD for retail

In Msdev Config Project Settings enter the C/C++ tab on the Code Generation Category
choose run time library then choose Debug Multithreaded DLL (for debugging purposes) or
Multithreaded DLL for retail.

Using an SCV DLL with VPN-1/FireWall-1 SecureClient

Place a policy definition file (local.scv) that includes the SCV check and its parameters in
the management server’s $FWi r/ conf directory. Install a policy on “SecureClient” (this will
transfer the local.scv file to policy servers). Using VPN-1/FireWall-1 SecureClient perform log
on to a policy server. The local.scv will be downloaded into the SecuRemote/Policy
directory. If the DLL is registered with VPN-1/FireWall-1 SecureClient (either manually or via
PiReg.exe), the SCV DLL should be loaded and activated.

Integration with VPN-1/FireWall-1 SecureClient

Installation

There are three steps necessary to perform in order to do an installation:
1. Copy the DLL into <SecuRemote\bin directory>
2. Register the DLL using PiReg.exe.

3. Add this SCV check and its parameters into the SCV policy file (local.scv) in the
conf directory of the Management Server.

Auto Registration

Use Pireg.exe (provided with the OPSEC SDK)
" To register a new SCV plugin DLL:

Run Pireg.exe <path\Dl | name.dl | > using command prompt

" To de-register an existing SCV plugin DLL:

Run Pireg.exe -d <path\D I nane.dl|> using command prompt

Note - 3rd party vendors should use PiReg to register SCV plugins on SecureClient.

@ — Checksum calculation is a part of the PiReg registration.

— GetScvRegistrationParams will be called by PiReg.exe.

— This file (PiReg.exe) should be deleted after the DLL is registered.
— You can install the SCV DLL in any path directory on the client.
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SCV Policy Example (local.scv)

“non-verified”. Using the SCVEditor will eliminate this problem, information can be found about the

@ Note - If you make a mistake in the object file it will result in a corrupted file error (SCV state will be
“SCVEditor” on page 23.)

Policy file (SET)
( SCVhj ect
: SCVNames (
1 (SCVGr oupl
:type(group)
: (sanpl escvl)
: (sanpl escv)
)
1 (SCVGr oup2
:type (group)
:(enptyscv)

: (sanpl escv
:type (plugin)
:paraneters (
:nlparanml(val uel)
:nlparan®(val ue2)
:nlparanB8(val ue3)

:(enmptyscv
ctype(pl ugin)
:paraneters (
:n2par anml(val uel)
s n2par an®(val ue2)
)
)
)
1 SCVPol i cy(
1 (SCVG oupl)
)

)
SCV Policy Description

The SCVPolicy set contains the groups of SCV checks that should be used. In SCVGroup1
there are two SCV checks defined (samplescv and samplescvl). The first SCV check from
SCVGroup1 that is registered correctly will be used by VPN-1/FireWall-1 SecureClient.
samplescv and samplescvl are similar SCV checks in this example, and at least one of them
should be used to report SCV status. Since samplescvl is not defined properly, samplescv
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will be used instead. The SCVPolicy does not contain the emptyscv SCV check, therefore it
will not be used at all. samplescv contains three parameters which will be passed in the
Start function.

SCV Check Tool

The SCV Check Tool is an additional utility provided by the SCV OPSEC SDK. It is
implemented in checktool.exe. The checktool is a command line testing tool which enables
third parties to run or debug SCV DLL’s independently. This tool can be used to check SCV
DLLs without the use of VPN-1/FireWall-1 SecureClient.

Activating the Tool

To use the checktool open a DOS Window and type the path and command
path\checktool.exe <path\scv DLL name>

Example
D: \ Tenp\ checkt ool . exe C:\sanpl escv

Each of the following functions is called from the menu below:

Checktool Menu

The SCV function of the Init DLL is called

D:“Tempschecktool>checktool scvcmd
Choose command numbher:
il Init.
Start.
Get Scv check Status.
Stop.
Clean.

Rezet.

Init & Start.

Stop & Clean.

Operate Scv check under robust scenario.
Set parameters file path.

Load paramsz from file.

Exit .

FIGURE 2-1 Checktool Menu
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Life Cycle of SCV DLL

TABLE 2-14 Checktool Main Menu Description

...type command name description page
1 Init initializes the Init callback of the SCV DLL page 16
2 Start start or Restart the Start callback of the SCV DLL page 16
Get Scv check Status | get Status from the Status callback of the SCV DLL page 17
and query Get ScvDi agnosti cs for SCV rational
string
Stop calls the callback that stops the SCV DLL page 16
5 Clean calls the callback that cleans the SCV DLL page 17
Reset reset the checktool to restart checking (can be called | none
at any point of testing)
Init & Start call Init and Start one after the other
Stop & Clean call stop and clean one after the other
Operate Scv check Runs a simulation which tests a realistic scenario.
under robust scenario | Should be called only after clean or reset or before
init.
10 Set parameters file Direct the checktool to the directory of your
path params.txt file.
11 Load params from file | initiate loading of params from the params.txt file
100 Exit leave the application

Sequence for Running Checktool

A logical sequence for running the menu items starting with init is described in FIGURE 2-2

below.

GetScvDiagnostics

FIGURE 2-2 Testing Flow State Machine

If you don’t work in a logical sequence you will get an error and the command will not be
performed. After an error you can continue from the same point.
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Passing Arguments to the Start Callback (argc, argv)

In cases where SCV DLL uses parameters you can simulate passing them to your SCV. Create
a text file called Params.txt and put your parameters in it. Then direct the checktool to it
using menu item 10 (see FIGURE 2-1 above). Using menu item 11, load the parameters. The
next time you call menu item 2 the parameters will pass to the SCV DLL via the argc, argv
parameters of the Start callback.

Format of Params.txt file
Scvnane

Par anil=val uel
Par anR=val ue2

Example
sampl escv
nlparami=val uel
nlpar anm2=val ue2
nlpar anB8=val ue3

Note — See SCV Policy Example on page 20 for a file which passes the same values to samplescv in
another format which is used in a VPN environment.

Debugging SCV DLL

It is recommended to create an Msdev project for the DLL and run it step-by-step while
using the checktool menu.

Steps for creating a debugging environment in Msdev
1  Open the ScV DLL in msdev and change the file type to “All Files*.* to select the DLL.

2 In the debug tab of the project settings, browse and add the checktool.exe as an
Executable for debug session

3  In the same tab add as Program Arguments <path\scvname>
4  Add breakpoints in your SCV DLL code
5 Go

SCVEditor

General information on the policy and its parameters is located in the “Virtual Private
Network” Book in the “VPN-1 SecureClient” chapter.

The SCVEditor is a GUI tool used for the purpose of creating or updating a | ocal . scv file.
If a local.sev file exists, you will be prompted as to whether or not to overwrite the existing
local.scv file. For more information on local.scv files see the “SCV Policy Example (local.scv)”
on page 20.
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To start SCVEditor From the Explorer Window open Programs > Check Point SCV SDK >
scVEditor. The window shown in FIGURE 2-3 should appear:

FIGURE 2-3 SCVEditor Main Window

& sr¥Editor - [Untitled] i ] 5
File Edit  Yew Help
Dwd &BRls e
E--D Products Parameter | Diata
R R Eioviser_Check M ActiveX_EnabIe False
JavaScript_EnabIe false
{0 Anti_Virus_ISRAEL
ED Cateqories LI—I _’I
ED Anki_Wirus_Category i
{3 Anti_virus_EUROPE Global SCV p
] Anti_Wirus_ISRAEL ¥ Block connections on SCY unverified

----- {0 Anti_virus_USA
Expiration Time: |24 Apply |

~ Enforced Policy

ED Anti_Virus_Categary
10 At Vius_EURDPE
{10 At Vinus_ISRAEL

&
1 LA KN | B

Ready l_ ’W A

Overview of the SCVEditor

FIGURE 2-3 can be broken down into three key areas: display tree, product parameters and
enforcement

Display Tree—on the left side of the SCVEditor the Display Tree displays products,
categories and their sub-directories in a hierarchy. Group in local.scv is a category. First
Products are displayed then below Products, Categories are displayed.

Product Parameters—on the top right side of the SCVEditor, the Product Parameters for
each product are displayed individually.

Enforcement—from the bottom of the SCVEditor Global SCV parameters are configured.
When selections have been made for both blocking connections on SCV unverified and Expiration
time, click Apply to refresh the window.

For more information on Enforcement see the “VPN-1 SecureClient” chapter in the “Virtual
Private Network” Book.

Specific Commands in the SCVEditor

Create Empty Policy— creates a new empty policy

from File > Create Empty Policy, click the Yes button to acknowledge the message “new
policy will destroy current policy, continue”.

Load Policy— loads a pre-existing policy (local.scv file)
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from File > Load Policy, click the Yes button to acknowledge the message “new policy will
destroy current policy, continue”. An open window appears in the Explorer. Select a
local.scv file and click open. The loaded database appears beneath Products in the
Database Tree.

Generate Policy File— creates a new local.scv file

Once Products, Categories and Enforced Policy are set, generate a new policy by
selecting File > Generate Policy File.

Generate Policy File As— opens a Save As window in order to create a new local.scv file

Once Products, Categories and Enforced Policies are set, generate a new policy by
selecting File > Generate Policy File As if you wish to save the local.scv file to a different
directory.

Exit— exit SCVEditor, you will be prompted as to whether or not to save the local.scv file.

SCV Product

An SCV Product is a dll which is used for product verification. SCV Products are the
equivalent of SCV plug-in dlls which are represented as type pl ugi ns in the local.scv file.

A minimum condition for SCV is having all products which are part of the enforced policy
include one of these products for each enforced category. The first round of each category is
enforced.

Add— adds a product

While highlighting Products from the Display Tree, right click and select Add or from the
Edit menu select Product.

Enter a product name and click oK.
Delete— deletes a product

While highlighting a product in the Display Tree, right click and select Delete or from the
Edit menu select Product Delete.

Click Yes to the message “do you want to delete pr oduct nane product”.
Modify— modify a product name

While highlighting a product in the Display Tree whose name you want to modify, right
click and select Modify or from the Edit menu select Product Modify.

Enter a new product name and click oK. The new product name replaces the old
product name in the Display Tree.

Enforce— enforce a product

While highlighting a product in the Display Tree that you want to enforce, right click
and select Enforce or from the Edit menu select Product Enforce.

Remove Enforcement— remove an enforced product

While highlighting a product in the Display Tree whose enforced product you want to
remove, right click and select Remove Enforcement or from the Edit menu select Remove
Enforcement.

Add a Value to a Product —add a new value to a product
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right click in the Product Parameters window and select New. A New Value window, as
shown in FIGURE 2-4 will appear:

FIGURE 2-4 New Value for an Empty Policy

I ame:

IMinimumVersionAccepted

Walue:
|1 0.0.1.200

()8 Cancel

Enter the Name and Value you wish to create in your empty policy and click OK.

SCV Category

Category refers to the group in the local.scv file.
Add— adds a category

While highlighting Categories from the Display Tree, right click and select Add or from
the Edit menu select Category > Add.

Enter a category name and click OK. FIGURE 2-5 appears.

FIGURE 2-5 Modify Category

Modify Category ﬂ
Category : IEategory‘I
SCY Product: Category members:

uzer_policy scv |chE I

| Add All |
<< Remove |
Remave Al |

()8 Cancel

Beside category, name the category. Highlight SCV Products which should belong to the
newly named category and click Add. SCV Products in the left window will become Category
Members in the right window. Alternately, if all members should be included as Category
Members, click Add All. Clicking OK creates the category.

Remove a Category Member individually by highlighting the member in the right window
and clicking Remove. To remove all Category Members click Remove All. Clicking OK saves
changes made to the category.

Delete— deletes a category
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To remove members within a category, see Modify below.

While highlighting a Category in the Display Tree, right click and select Delete or from
the Edit menu select Category Delete.

Click Yes to the message “do you want to delete cat egor ynane category”.

Modify— While highlighting a category from the Display Tree, right click and select Modify or
from the Edit menu select Category > Modify. FIGURE 2-5 above appears.

Highlight SCV Products to modify and click Add or Remove. Alternately, if all members
should be added or removed, click Add All or Remove All. Clicking OK modifies the
category.

Enforce— enforce a category

While highlighting a category in the Display Tree that you want to enforce, right click
and select Enforce or from the Edit menu select Category Enforce.

Remove Enforcement— remove an enforced category

While highlighting a category in the Display Tree whose enforced category you want to
remove, right click and select Remove Enforcement or from the Edit menu select Remove
Enforcement.

Global SCV Parameters

Global SCV Parameters effect each enforced Policy. For more information on Global SCV
Parameters refer to the “Virtual Private Network” Book in the “VPN-1 SecureClient” chapter
in the table “Attributes of the local.scv file”.
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