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We Secure the Internet.

These Release Notes relate to SecuRemote/SecureClient Version NG FP3 Hotfix 1. Please
refer to the latest version of the SecuRemote/SecureClient Version NG FP3 Release Notes,
for complete limitations of this release.

In This Document

“Supported Platforms” on page 1
“What’s New in this Release” on page 2
“Fixes included in this version” on page 3

Supported Platforms
The supported platforms for SecuRemote/SecureClient NG FP3 Hotfix 1 Build 53515 are:

TABLE 1 Platform Summary

Product Platforms

VPN-1 SecuRemote/ Windows XP Home/Professional (Initial release,
SecureClient NG FP3 Hotfix 1 SP1)

Windows 2000 Professional (SP1, SP2, SP3)
Windows 2000 Server (SP1, SP2, SP3)
Windows 2000 Advanced Server (SP1, SP2, SP3)
Windows NT 4.0 Workstation (SP6a)

Windows NT 4.0 Server (SP6a)

Windows 98/98SE

Windows ME

This build is not supported on Chinese/Japanese/Korean versions of Windows. Please
contact Check Point Support for a fix.

Last Update — 5/15/03



What’s New in this Release

Secure Configuration Verification (SCV) products
= Registry check - checks registry values

| ocal . scv sanpl e:

( Reghbni t or
:type (plugin)
:paraneters (
sval ue
(" Sof t war e\ TrendM cr o\ PC-ci | | i nNTCor p\ Cur r ent Ver si on\ M sc. \ Patt er nVer >=414")
:begi n_admi n (adm n)
:send_l og (alert)
:m smat chmessage (" Pl ease update your AntiVirus (use the LiveUpdate
option).")
:end (adm n)
)
)

= Anti-Virus check - for Norton and TrendMicro

| ocal . scv sanpl e:

(Anti Virushonitor
:type (plugin)
cparaneters (
:type ("Norton")
:Signature (">=20020819")
:begi n_adm n (adm n)
:send_log (alert)
:m smat chmessage (" Pl ease update your AntiVirus (use the LiveUpdate
option).")
:end (adm n)
)
)

» Script Runner - allow bat and exe to be SCV check

I ocal . scv sanpl e:

(Script Run
:type (plugin)
s paraneters (
:exe ("VerifyScript.bat")
:begi n_admi n (adm n)
:send_l og (alert)
:m smat chmessage ("Verification script has determnmined that your
configuration does not neet policy requirenents.")
:end (adm n)
)
)

Not e: The script should return O for verified and any other value for
non-verified.
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= CPU ID Check - checks Intel Centrino

I ocal . scv sanpl e:

: (HWvbni t or
:type (plugin)
:paraneters (
;cputype ("Genuinelntel")
:cpunodel ("9")
ccpufamly ("6")
:begi n_adm n (adm n)
:send_l og (alert)
:m smat chmessage (" Your machi ne nmust have an\nlntel (R) Centrino(TM
processor installed.")
:end (adm n)
)
)

MTU Adjust Enhancements
« Command line interface

Usage: MIUAdj ust -ntu ntu {-om -dialup -others} [-pntu on|off]

For complete details run Mruadj ust -h
« Option to set MTU only to the Office mode virtual adapter.

Fixes included in this version

Installation and Upgrade

1) When SecuRemote is updated from a previous version, SecureClient is installed.

2) The upgrade from 4.1 to NG FP3 deletes the file i suni nst. exe. By doing so, it disables

the uninstallation of 3rd party applications.

3) The Post install feature (installing/uninstalling 3rd party packages as part of

SecuRemote/SecureClient installation), does not function correctly.

4) The entrust.ini file is overwritten in clean install, regardless of the product. i ni

attribute overwiteEntI NI .

Connectivity

5) SecuRemote/SecureClient users fail to establish a client-to-site VPN with a 4.1 cluster.

6) ADSL connectivity lost after SecuRemote/SecureClient installation.

7) Windows file sharing - inbound connections are blocked.
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Secure Configuration Verification (SCV)

8) Browser security settings must match the SCV policy in order to be verified, even if the
browser settings are more restrictive.

9) OS monitor - screen saver timeout check does not function properly.

Miscellaneous

10) Crash when using hardware token of Entrust and Entrust Directory server feature is
enabled.

11) Crash in SCVMGR on Windows NT and Windows XP.
12) Crash in dtrtm.dIl on Windows XP.

13) FTP connections with multiple newline delimiters, are dropped.
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