® INTSIGHTS

Defend Forward"

IntSights for Check Point

Actionable Intelligence for Perimeter Threat Defense

Intelligence is key to winning any battle. The cyber war is no different.
Without cyber intelligence, security practitioners are blind to potential
attacks. Hackers could be planning major cyber campaigns, discussing and
sharing attack information, with the defenders none the wiser. Sensitive
data and passwords can be leaked and sold, and fake domains can be
registered for future phishing attacks. Attack vectors are increasing in both
number and complexity.

Imagine having advanced knowledge of all of the above and enabling the
deployment of defenses before attackers have the chance to get going. That
is the power of combining IntSights and Check Point.

Integration Overview: How It works

IntSights and Check Point have partnered to address the inherent challenges
of protecting enterprises from the early stages of the cyber kill chain
focused on reconnaissance. By partnering with Check Point, IntSights has
made it easy to ensure your defenses are leveraging the latest IntSights
intelligence by automatically pushing tailored alerts and prioritized I0Cs

to your perimeter defenses to prevent future threats within seconds of
detection. Setup is painless and provides your organization with granular
controls to determine the types of I0Cs you want applied.

Integration Benefits

= Detection of external threats
targeting your organization,
customers, partners, and
employees from clear, deep, and
dark web sources

= Detailed actionable intelligence
on attack strategies and
techniques

= Immediate mitigation and
blocking of potential threats

= Proactive and preemptive
threat prevention based on
IntSights curated intelligence

= Rapidly and automatically scan the clear, deep, and dark web for organization-specific intelligence indicative of a

breach or imminent attack.
= Receive real-time contextual alerts immediately upon detection.
= Instantly initiate takedowns of malicious elements.

= Integrate enriched intelligence into existing security devices to preemptively prevent impending attacks.
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The IntSights Threat Intelligence Platform (TIP)

IntSights performs continuous monitoring of the clear, deep, and dark web; social media; paste sites; app stores;
hacker forums, and a multitude of additional sources, searching for customer-specific data. When a threat is
detected, information is collected, analyzed, and converted into actionable cyber intelligence alerts delivered to the
customer in the IntSights platform.

The IntSlghts TIP centralizes and operationalizes threat intelligence. IOCs from numerous public and private threat
feeds and sources are aggregated and visible via a single dashboard for analysis and collaboration. Relevant I0Cs
are enriched with tailored intelligence based on your digital footprint and ranked based on severity, enabling you to
investigate, prioritize, and accelerate remediation efforts directly within the IntSights External Threat Protection
Suite.

The IntSights Advantage

Proprietary Collection Tailored Intelligence Orchestrated Mitigation

Gather intelligence from the
deepest and hardest-to-reach

Instantly discover threats that
matter most to your business

Coordinate proactive response
to dismantle and block threats

places on the web. by mapping intelligence to your

digital assets.

before they cause damage.

Check Point Next Generation Firewall (NGFW)

Check Point Infinity protects your business and IT infrastructure against Gen V mega cyberattacks across all
networks, endpoint, cloud, and mobile. The architecture is designed to resolve the complexities of growing
connectivity and inefficient security. It provides complete threat prevention to seal security gaps; enable automatic,
immediate threat intelligence sharing across all security environments; and unifty security management for efficient
security operations.
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GET STARTED TODAY

Learn more about how IntSlghts and Check Point can help you quickly
connect critical dots, make data-driven decisions, and build a better
cyber defense. Request a demo.

About IntSights

IntSights is revolutionizing cybersecurity operations with the industry’s
only all-in-one external threat protection platform designed to neutralize
cyberattacks outside the wire. Our unique cyber reconnaissance capabilities
enable continuous monitoring of an enterprise’s external digital profile
across the clear, deep, and dark web to identify emerging threats and
orchestrate proactive response. Tailored threat intelligence that seamlessly
integrates with security infrastructure for dynamic defense has made
IntSights one of the fastest-growing cybersecurity companies in the world.
IntSights has offices in Amsterdam, Boston, Dallas, New York, Singapore,
Tel Aviv, and Tokyo. To learn more, visit: intsights.com or connect with us on
LinkedIn, Twitter, and Facebook.

About Check Point

Check Point Software Technologies Ltd. (www.checkpoint.com) is the largest
network cybersecurity vendor globally, providing industry-leading solutions
and protecting customers from cyber attacks with an unmatched catch

rate of malware and other types of threats. Check Point offers a complete
security architecture defending enterprises — from networks to mobile
devices — in addition to the most comprehensive and intuitive security
management.
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