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SMARTEVENT: FULL THREAT VISIBILITY

SmartEvent provides Full Threat Visibility with a
single view into security risks. Take control and
command the security event through real-time
forensic and event investigation, compliance, and
reporting. Respond to security incidents immediately
to prevent the next attack.

SmartEvent
Full Threat Visibility

Key Features and Benefits

FULL THREAT VISIBILITY

B Instant Search Results:
Free text search, auto suggestion
and search history favorites

REAL-TIME FORENSIC AND
EVENT INVESTIGATION

COMMAND THE
SECURITY EVENT

B Single View into Security Risk:
R81 integrated threat
management and performance

B Customizable Views and Reports:
Security events automatically alert
on critical events
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“Check Point Solutions prevent threats of all kinds when users unknowingly access
malicious resources, completely eliminating the very possibility of damage or data breach.

Check Point products stood out among the competitors for their ease of configuration, a
user-friendly interface and the ability to prevent threats from entering the network.”

— Sergey Rysin, Security Advisor to STLC Director
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Check Point

THREAT PREVENTION
Report
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EXECUTIVE SUMMARY SECURITY CHECK{P
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To assess risk, network traffic was
inspected by Check Point to detect a
variety of security threats, including:
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KEY FINDINGS » MALWARE AND ATTACKS
DOWNLOADS OF NEW MALWARE VARIANTS (UNKNOWN MALWARE)

With cyber-threats becoming increasing! advanced ften include no existing protections, referred to as
‘unknown malware'. These threats include new (zero day) exploits, or even variants of known exploits, with no existing signatures and therefore are not detectable
by standard solutions. Detecting these types of malware requires running them in a virtual sandbox to discover malicious behavior. During the security analysis, a
number of malware-related events were detected in your network. The table below summarizes downloads of new malware variants detected in your network.
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KEY FINDINGS » MALWARE AND ATTACKS s

MACHINES INFECTED WITH BOTS

A Botis malicious software that invades your computer. Bots allow criminals to remotely control your computer to execute illegal activities such as stealing data,
Spreading spam, distributing mahware and participating in Denial of Service (DOS) attacks without your knowledge. Bots play a key role in targeted attacks known
as Advanced Persistent Threats (APTS). The following table summarizes the bot families and number of infected computers detected in your network.
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KEY FINDINGS » DATA LOSS &
DATA LOSS INCIDENTS

Your company's internal data is one of its most valuable assets. Any intentional or loss car to your org:
below was sent pany, or to p internal users. This information may potentially be sensitive information that should be
protected from loss. The following represents the characteristics of the data loss events that were identified during the course of the analysis.
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Key Findings: Data Loss
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CORRELATION

REAL-TIME FORENSIC AND EVENT INVESTIGATION

Single Pane of Glass

Prevented/Detected

)OO ( -

Infected Hosts

High Bandwidth

» SmartEvent correlates logs from all Check Point enforcement points, including
endpoints, to identify suspicious activity, track trends and investigate/mitigate
events — all through a single plane of glass.

» Real-time data analysis and custom event logs immediately notify
administrators to allow for quick action and/or remediation. Take control of your
security.

» Deploys quickly and monitors anywhere, SmartEvent is completely modular and
customizable. Consisting of widgets, views and reports you can create your
own or use any Check Point predefined reports.
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SPOTLIGHT

Real Time
Forensic
and Threat
Investigation

Correlation of
millions of logs to
identify significant
events easily and
understand your
security status
and trends.

Schedule
Reports for
any Audience

Take control and
monitor all your
gateways in real
time. Add
customized or
predefined views
to your reports,
schedule
anytime, and
featuring one
click export to
PDF and Excel.
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Applcations

Full Threat
Visibility

With one console,
security teams can
manage all aspects of
security from policy to
threat prevention —
across the entire
organization — on both
physical and virtual
environments.
Consolidated
management means
increased operational
efficiency.

DATASHEET
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KEY FINDINGS » HIGH RISK WEB ACCESS

USAGE OF HIGH RISK WEB APPLICATIONS

Web applications are essential to the productivity of every organization, but they also create degrees of vulnerability in its security posture. Remote Administration
applications might be legitimate when used by admins and the help-desk, but please note that some remote access tools can be used for cyber-attacks as well. The
following risky web applications were detected in your network, sorted by category, risk level and number of users.

Top high risk web applications (top 10 apps per category)
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*Risk level 5 indicates an application that can bypass security
or hide identities. Risk level 4 indicates an application that
can cause dats leakage or maiware infection without user
knewledge.

© 2023 Check Point Software Technologies Ltd. All rights reserved. | January 2023

Integrated
Threat
Management

Utilize the power
of R81 single
management
console —
Nothing goes
undetected.
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ORDERING DEDICATED SMART-1 SMARTEVENT APPLIANCES

Smart-1 Appliances'
Smart-1 600-S
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SKU

Smart-1600-S Base SmartEvent appliance for 5 gateways (perpetual)

CPAP-NGSM600S-BASE-EVNT

Smart-1 600-S Plus SmartEvent dedicated appliance for 10 gateways (perpetual) including SmartEvent, SmartEvent

CPAP-NGSM600S-PLUS-EVNT

Smart-1 600-M

Smart-1600-M Base SmartEvent dedicated appliance for 25 gateways (perpetual

CPAP-NGSM600M-BASE-EVNT

Smart-1600-M Plus SmartEvent dedicated appliance for 50 gateways (perpetual)

CPAP-NGSM600M-PLUS-EVNT

Smart-1 6000-L

Smart-1 6000-L Base SmartEvent appliance for 75 gateways (perpetual), 96 GB RAM, 24 TB HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-BASE-
EVNT

Smart-1 6000-L Base Multi-Log appliance for 75 gateways and 10 domains (perpetual), 96 GB RAM, 24 TB HDD, 2x AC
PSUs, LOM

CPAP-NGSM6000L-BASE-
MLOG-10

Smart-1 6000-L Plus SmartEvent appliance for 150 gateways (perpetual), 192 GB RAM, 24 TB HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-PLUS-
EVNT

Smart-16000-L Plus Multi-Log appliance for 150 gateways and 10 domains (perpetual), 192 GB RAM, 24 TB HDD, 2x AC
PSUs, LOM

CPAP-NGSM6000L-PLUS-
MLOG-10

Smart-1 6000-XL

Smart-1 6000-XL Base appliance SmartEvent for 200 Gateways (perpetual), 192 GB RAM, 24 TB SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-BASE-
EVNT

Smart-16000-XL Base Multi-Log appliance for 200 Gateways and 10 domains (perpetual), 192 GB RAM, 24 TB SSD, 2x AC
PSUs, LOM

CPAP-NGSM6000XL-BASE-
MLOG10

Smart-1 6000-XL Plus SmartEvent appliance for 400 gateways (perpetual), 384 GB RAM, 24 TB SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-PLUS-
EVNT

Smart-16000-XL Plus Multi-Log appliance for 400 gateways and 10 domains (perpetual), 384 GB RAM, 24 TB SSD, 2x AC
PSUs, LOM

CPAP-NGSM6000XL-PLUS-
MLOG10

1 SmartEvent for one year and extensions are available in the integrated Smart-1 Appliance policy management SKUs.
SmartEvent perpetual dedicated server, for customers who want a dedicated SmartEvent environment.
- Includes SmartEvent, Logs and correlation unit.
- Perpetual on Smart-1and open servers.
- The dedicated SmartEvent server is licensed by the number of gateways it is analyzing logs from.

- Number of managed gateways on the dedicated SmartEvent server may be to equal or less than the number of managed gateways on the Security Management server.

SPECIFICATIONS

Smart-1 SmartEvent Configuration

Enterprise Grade

Appliances 600-S 600-M 6000-L

Ultra High End

6000-XL

. "
__

Capacity & Performance

Managed Gateways 5/10 25/50 75/150 200/400"
Peak Indexed Logs per Sec 6,000 8,000’ 40,0007 67,500
Sustained Indexed Logs per Sec 2,000 4,000° 23,000 40,000°

GB per Day of Logs 50° 105° 38° 65°
Hardware Specifications

Cores 6 12 16 32
Storage (HDD) Hot-Swappable 1x 2TB HDD 2x 4TB HDD up to 12x 4TB HDD up to 12x 4TB SSD
RAID Type : ! 56,0 ar baisks) | 5,6, 50 for ks
Memory (RAM] Default/Max 16/32 GB 32/64 GB 96/192 GB 192/384 GB

1. Manages up to 5000 Check Point 1500, 1600, 1800 firewalls when divided into multiple domains using MDM or using SmartProvisioning
2. 600-S and 600-M tested with SmartLog and SmartEvent configuration, 6000-L/6000-XL tested with dedicated SmartEvent configuration
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