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Abstract  
This Whitepaper outlines the integration of VMware NSX-T with 
Check Point CloudGuard to provide Best practices, Use Cases, 
Architecture diagrams, and Zero-Trust approach to enable 
customers to build the best strategy to Secure Software-Defined 
Data Center according to with the business needs. 

 

Audience 
The Architecture diagrams and different technical topics 
described in this document taken from VMware, Check Point 
Software Technologies, and different technical Blogs. All 
information presented in this paper in-order to educate, enable 
Security and Networking Engineers, Solution Architects and 
designers who would like to integrate VMware NSX-T and Check 
Point Software Technologies for advanced security. Readers 
should be versed in virtualization, network, and security design, 
as well as Zero-Trust. This document deals specifically. 

 
  



 

© 2020 Check Point Software Technologies Ltd. All rights reserved. [Protected] Non-confidential content 

April 16, 2020 

Best Practices and Architecture Recommendations 
CloudGuard Private IaaS for VMware NSX-T 2.5 | White Paper 

 

4 

Table of Contents 
Table of Contents ..................................................................................................................... 4 
Introduction to Software-Defined Data Center (SDDC) .......................................................... 5 

Legacy Approach ...................................................................................................................................... 5 
VMware NSX-T: A more holistic implementation for SDDC ..................................................................... 6 
Micro-Segmentation and Zero-Trust ......................................................................................................... 7 

NSX overview ............................................................................................................................ 9 
NSX Components ..................................................................................................................................... 9 
VMware NSX Modes (NSX-V and NSX-T) ............................................................................................. 10 
NSX-T Networking scenarios .................................................................................................................. 12 
Dynamic Context-Based Grouping ......................................................................................................... 14 

Check Point integration with NSX using CloudGuard ......................................................... 15 
Key Business Benefits ............................................................................................................................ 15 
Automation and Orchestration ................................................................................................................ 15 
Ubiquitous Security Enforcement ........................................................................................................... 16 

Policy Enforcement ............................................................................................................................. 17 

Context-Aware Security Policies ........................................................................................................ 17 

Data Protection ................................................................................................................................... 17 

Auto-Quarantine of Infected Hosts ..................................................................................................... 17 

Threat Prevention ............................................................................................................................... 17 

Centralized Security Management .......................................................................................................... 18 
Check Point CloudGuard controller ........................................................................................................ 18 
Check Point CloudGuard Private IaaS gateway ..................................................................................... 20 

When to use Service Insertion versus Service Chaining? ................................................................. 21 

Integration Modes with NSX-T ........................................................................................................... 22 

CloudGuard Private IaaS with Service Insertion at the Edge (NSX-T 2.3) ........................................ 22 

CloudGuard Private IaaS with Service Chaining (NSX-T 2.4) ........................................................... 22 

CloudGuard Private IaaS with Service Chaining and Edge Service Insertion (NSX-T 2.5) ............... 23 

Use cases and best practices scenarios .............................................................................. 24 
Service chaining between Security Groups for East-West traffic ........................................................... 24 
Edge Service insertion for East-West traffic between Security Groups ................................................. 25 
Edge Service insertion for East-West traffic between Virtual Machines ................................................. 26 
Service chaining between Security Groups and Virtual Desktops for East-West traffic ......................... 27 
Edge Service insertion for North-Southth traffic between Virtual Desktops and External Networks ...... 28 
Service Chaining (E-W) + Edge Service Insertion (N-S) ........................................................................ 30 

Conclusion .............................................................................................................................. 31 
 
 
 
 

  



 

© 2020 Check Point Software Technologies Ltd. All rights reserved. [Protected] Non-confidential content 

April 16, 2020 

Best Practices and Architecture Recommendations 
CloudGuard Private IaaS for VMware NSX-T 2.5 | White Paper 

 

5 

Introduction to Software-Defined Data Center (SDDC) 
 

 

We often hear about Software-Defined Data Center; however, it is not easy to understand and deploy it. Software-Defined Data 

Centers allows the organizations to accomplish four Business Drivers: Agility, Speed, Automation, and Policy-Driven approach 

considering the premise of the Business Process modeling. 

 

First, let us analyze the Traditional approach for Data Centers, where perimeter security solutions are not suitable to address 

the dynamic demands the modern needs. Some of the security challenges that must overcome include: 

¶ The shift in traffic behavior within the data-center - Historically, the majority of traffic loads were between entities that 

were external to the data-center (ñNorth-Southò traffic), driven by the extensive use of siloed client-server applications 

and secured by the perimeter gateway. 

¶ Data Center traffic today has now shifted. Workloads are more heavily ñEast-Westò ï intra-data-center traffic ï because 

of virtualization, shared services, and updated distributed applications. 

¶ Within virtual environments, these complex communications get little to none of the advanced controls or protections 

from traditional security solutions that safeguard ñNorth-Southò traffic since it never passes through the network 

perimeter or gateway. Perimeter firewalls typically have limited visibility into this ñeast-westò traffic, leaving it and the 

data-center vulnerable to malware and other malicious payloads. 

¶ Traditional security approaches are manual, operationally complex, and slow to implement and not designed to keep 

pace with dynamic virtual network changes that come with rapid application provisioning. Moreover, sole reliance  on 

perimeter security leads to resource-intensive choke points on the network. It has a tremendous impact on data-center 

performance and increases security complexity, thus placing additional burdens on security teams.  

¶ The extensive use of VLANs in data-centers increases the threat to all applications. Due to the lack of inter-system 

(and VM) advanced security, a breach of a single (virtual) host network can allow malware to spread laterally and 

propagate across the network, compromising all applications, including those residing on different VLANôs. Successful 

attacks on even low priority services can expose the most critical or sensitive systems because intra -VM / East-West 

security protections do not exist. 

 

In the Digital Transformation process, the organizations need to migrate into agile data-center architectures to reduce IT costs 

to improve and increases the business response for market needs. Business applications should be benefited from the 

provisioning on-demand using self-service user interfaces, operational, and provisioning automation. 

 

Two important definitions that are key for SDDC: 

 

¶ Automation: Any Task can be executed without human intervention or interaction (e.g., Scripts or Asset 

scanners to collect or abstract the components deployed in the Datacenter) 

¶ Orchestration: Different tasks that can be automated or manual in a synchronized way (workflow) to provide 

Service or deliver a product (e.g. playbooks that can integrate several elements in an integrated way to 

provisioning Network, Computing, Storage and Security). 

 

Increasingly virtualized data-centers and dynamic cloud environments have led to a dramatic increase in network traffic going 

East-West (laterally within the data-center). When it comes to security, the focus has mainly been on protecting the perimeter 

(north-south traffic, going into and out of the data-center). There are few controls to secure east-west traffic inside the data-

center. Traditional security approaches to those challenges are manual, operationally complex and slow, and are unable to 

keep pace with dynamic virtual network changes and rapid application provisioning.  

Legacy Approach 
In the traditional Datacenter, the organizations focused on providing security for the North-South traffic, just only deploying 

Firewalls at the ñEdge,ò providing segmentation at network level separating the Users Network and the Datacenter. This 

approach derivate in a big problem, it was not scalable, and it is a problem when customers need to deploy new security 

solutions. 
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What if an attacker does successfully infiltrates inside the Traditional DataCenter? 

In the traditional network security mindset, the Security segmentation is more focused on the VLAN configuration 

only, however, when an attacker successfully infiltrates, it will have the capability to access all assets in the 

Datacenter. This scenario allows the propagation of malicious code or advanced persistence in all ñtrustedò 

networks with all the elements connected in the LAN or Virtual LAN. This scenario is more complex to provide 

quarantine or remediation activities leading to several business concerns to stop the business. This is the 

definition of Lateral Attacks when an element in the network has been compromised. 

 

Additionally, in the Virtual Environment, the traffic generated from the first VM needs to go out of the Host to receive the Routing 

or Firewall policy and then back into the Host and to the other Virtual Machine.  

 

 
Figure 1: Traditional Segmentation for Datacenter 

 

Additionally, these types of Data-centers cannot escalate appropriately and can not provide agility and application-centric 

security. The original objective w to deploy firewalls as close to the core of the network as possible (or as close to the 

WAN/Internet), allowing leave data-center internal traffic unprotected and unsegmented, as a consequence significant risk for 

the Business. However, today in the Digital Transformation, the organizations will focus more on the East-West traffic, 

especially from Application Servers to Databases, due to it will be more than 80% of the traffic expected. 

VMware NSX-T: A more holistic implementation for SDDC 
According to VMware1, the NSX-TÊ Data Center is focused on providing agile software-defined infrastructure capabilities to 

build cloud-native application environments, providing networking, security, automation with operational simplicity. NSX-T Data 

Center supports cloud-native applications, bare-metal workloads, multi-hypervisor environments, public clouds, and multiple 

clouds. NSX-T Data Center designed for management, operation, and consumption by development organizations, allowing IT 

and development teams to select the technologies best suited for their applications.  

                                            
 
1 Source: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/index.html  

https://docs.vmware.com/en/VMware-NSX-T-Data-Center/index.html
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Micro-Segmentation and Zero-Trust 
Micro-segmentation2 is the ability and capability to insert security services into the access layer between two virtualized 

workloads in the same broadcast domain or x86 host.   

 
 

Figure 2: Hypervisor-Based Micro-segmentation, Source: Gartner Security & Risk Management Summit 2019 
 

Micro-segmentation helps organizations to implement what often referred to as the ñzero-trustò model of security where all 

network endpoints viewed as dangerous. Before to provide a more in-depth explanation, it is essential to have the following 

definitions:  

¶ Business Drivers: Business drivers are the key inputs and activities that drive the operational and financial 

results of a business. Common examples of business drivers are salespeople, number of stores, website traffic, 

number and price of products sold, units of production, etc.  

¶ Business Process: A business process is a collection of linked tasks, which find their end in the delivery 

of a service or product to a client. A business process has also defined as a set of activities and tasks that, once 

completed, will accomplish an organizational goal. 

 

 

Figure 3: Security Segmentation for Business Process aligned with Zero-Trust framework 

 

                                            
 
2 Source: Micro-segmentation Today ð Deployment and Use Cases (Gartner Security & Risk Management Summit)  
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¶ ZERO TRUST DATA: Keep Data Safe, Anywhere, with a Comprehensive Multi-layered Protection as one of the pillars 

of a Zero Trust strategy, securing and managing the data, categorizing and developing data classification schemas, 

and encrypting data both at rest and in transit. 

¶ ZERO TRUST WORKLOAD: Workload refers to the entire application stack from the application layer through the 

hypervisor or self-contained components of processing such as containers and virtual machines. Typically, the 

workloads are located in the Frontend, Middleware, and Backend segments/layers wherein conjunction runs the 

business process to provide a service or product. The connections, applications, and components must be treated as 

a threat vector and must have Zero Trust controls and the right technologies applied to them. 

¶ ZERO TRUST NETWORKS: Reduce the Risk of Lateral Movement with Micro-perimeters and Identity-based Policies 

providing the ability to segment, isolate, and control the network being a pivotal point of control for Zero Trust.  

¶ ZERO TRUST DEVICES: Secure, Control, and Isolate Every Device on your Network. Network-enabled device 

technologies have introduced a massive area of potential compromise for networks and enterprises, and security 

teams must be able to isolate, secure, and control every device on the network at all times.  

¶ ZERO TRUST PEOPLE: Use different layers of authentication to deny Identity to hackers from stealing digital assets 

as the last line of any Zero Trust strategy. The main focus is to limit and strictly enforce the access of users and 

securing those users as they interact with the internet. This encompasses all the technologies necessary for 

authenticating users and continuously monitoring and governing their access and privileges. It also encompasses the 

technologies for securing and protecting usersô interactions like traditional web gateway solutions. 

¶ VISIBILITY & ANALYTICS: Enable full threat visibility with a single view of security risks using advanced analytics 

platforms. As an example,  the user and entities behavior analytics (UEBA) provides a comprehensive overview of 

how the users are interacting with the business process and potential impacts derivated of non-common behavior. 

This focus area of the extended Zero Trust ecosystem helps with the ability of a tool, platform, or system to empower 

the security analyst accurately to observe threats that are present and orient defenses more intelligently. 

¶ AUTOMATION & ORCHESTRATION: Allows Tasks and processes to use Flexible APIs and Rich 3rd Party 

Integrations, providing the ability and speed to have positive command and control of the many components of the 

Business Process and used as part of the Zero Trust strategy as a vital tool for Operations.  

 

Security Segmentation provides a hierarchical model that can be used to design the Zero-Trust network, where elements can 

be grouped hierarchically by function and data sensitivity. This approach allows providing appropriate protections at the 

segment boundaries and selects the appropriate protection types that differentiate between access controls, data protection , 

and threat prevention controls. Designing Software-Defined Data Center with Micro-Segmentation as the basis in the design 

approach, it will assist the organizations in solving several security problems when deploying L4-7 policies directly at the 

Hypervisor Level (Service Chaining) or Switch Fabric through Service-Insertion.  It is essential to say, to have correctly mapped 

all the Business Process with the application flows, this approach will help and will provide a more easy approach to 

implement technologies like NSX-T. 

 

The Security Policies (Access Control or Threat Prevention) now deployed in the Control Plane protecting all flows for the Data 

Plane. Considering the Micro-segmentation approach, now Virtual-to-Virtual, Virtual-to-Physical, or Physical-to-Physical should 

have the capability to communicate using more optimal paths. Micro-segmentation with VMware NSX allows building network 

security policy that is simply not possible with traditional network security and provide more flexibility. These constructs include 

building security blocks for Production, Distribution, and Operation Services. 

 

 
Figure 4: Micro-segmentation strategies for NSX (Source: VMware Inc.)  
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What if an attacker does successfully infiltrates inside the Virtual DataCenter? 
In Software-Defined Data Center with properly deployed business-driven micro-segmentation, we can implement 
the Zero-Trust approach (Donôt Trust verify). A compromised Virtual Machine now is not trusted and allowed to 
communicate with the specific network endpoints that you define for remediation or block everyth ing when an 
attacker successfully infiltrates the attack surface is considerably reduced due to the segmentation approach. 

NSX overview  
VMware NSX provides the foundation for securing east-west traffic by delivering micro-segmentation through a broad set of 

virtualized networking elements, including logical switches, routers, and firewalls. These services are provision 

programmatically within the SDDC when virtual machines are deployed and move with virtual machines as they move.  

 

Figure 5: Holistic approach for NSX-T (Source: VMware Inc.) 

NSX-T Data Center 2.4 introduces a broad array of native security functionalities such as Layer 7 Application Identity, FQDN 

Whitelisting, and Identity Firewall, all of which allow more granular micro-segmentation. In addition to the native security 

controls delivered by the Distributed and Gateway Firewall, the NSX Service Insertion Framework allows various types of 

Partner Services (e.g., IDS/IPS, NGFW, and Network Monitoring solutions) to be inserted transparently into the data path and 

consumed from within NSX without making changes to the topology.  

NSX Components 
Different components integrate NSX infrastructure; these are: 

¶ NSX Manager ï The NSX Manager provides access to the management plane of the NSX solution and provides 

access to the APIs that can interact with from a programmatic standpoint. The NSX Manager can be deployed as a 

virtual appliance in both the NSX-V and NSX-T platforms. 

o NSX-T 2.4, Introduced the combined appliance that contains both the NSX Manager and NSX Controller  














































