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INTRODUCTION

Cyberattacks have become a major concern across various industries
and businesses as the threat landscape has increased exponentially.

In 2021 alone, cyberattacks against corporate networks have increased
by 50% year-over-year, and this trend is expected to accelerate in 2022.

Covid has left company security perimeters fragmented, forcing
employees to work remotely on various devices. In addition, corporate
applications and data have been shifted to third-party cloud solutions,
requiring a new security architecture. Threat actors have stepped up
by turning the recent turmoil to their advantage by improving their
attack velocity, intensity, and complexity, hence the cost of a security
breach skyrocketed.

In this new reality, security teams struggle to defend organizations
against increasing waves of cyber threats including ransomware,
phishing, and supply chain attacks. As a result of the Log4J vulnerability,
millions of companies were exposed, including Cisco, Amazon, and
Tesla. More than ever, companies need to make sure their hybrid
workforce is protected, as well as their corporate applications, which
require enhanced security across user access, mobile, networks, loT,
and Cloud environments.

Check Point Infinity consolidated architecture offers cybersecurity
peace of mind to companies. By focusing on threat prevention and
leveraging globally shared intelligence on known and unknown
cyber-threats, the Infinity Enterprise License Agreement (ELA)
offers a complete, preventive, and efficient security solution for
the workforce, network, cloud, mobile, and loT.



BENEFITS

The most advanced real-time threat prevention against the latest generation
of cyber-attacks.

Allinclusive: hardware, software, subscriptions, and 24/7 support
Single procurement and predictable spend
Real-time security updates via ThreatCloud

Unified management from a single pane of glass.

CONSOLIDATED MANAGEMENT

ENDPOINT

o)

NETWORK
PERIMETER

—-—-

MOBILE

SHARED
THREAT
INTELLIGENCE

REALTIME THREAT
PREVENTION TECHNOLOGIES

CHECK POINT

INFINITY

ENTERPRISE LICENSE AGREEMENT

b - )/ o

Quantum CloudGuard Harmony Infinity-Vision



INFINITY ENTERPRISE CHECK POINT
LICENSE AGREEMENT INFINITY

Check Point Infinity Enterprise License Agreement delivers the broadest set of security products
and technologies to protect organizations in real time against the latest generations of multi-vector
cyber-attacks across their network, endpoint, mobile, loT, and cloud.

Tailored made solutions across industries, verticals and company sizes, Infinity Enterprise
License Agreement enables you to consume the security products and associated services
you need, in an annual subscription model that includes:

o Real-time Threat Prevention: Protection against APTs and unknown zero day malware, using
real-time sandboxing; ransomware protection; and anti-bot technologies, powered by integrated,
real-time cloud-based threat intelligence and machine learning for identifying new threats.

e Advanced Network Security: The most advanced firewall, intrusion prevention and application
control, supporting networks of any size—from branch offices to global enterprises, and
across both private and public cloud security offerings.

o Cloud Security: Advanced threat prevention security in public, private and hybrid cloud, and
SDN environments, with micro-segmentation for east-west traffic control inside the cloud.

e Mobile Security: Malware prevention on i0S and Android mobile devices, rogue network
identification, secure containers, data protection and document encryption, and EMM integration.

o loT Security: Identifies any loT device on the network and assesses its risk, prevents
unauthorized access to and from loT devices with zero-trust segmentation, blocks loT
malicious intents with industry leading threat prevention security services.

o Data Protection: Anti-ransomware for known and unknown ransomware, data protection
and seamless document encryption, browser security, a fully integrated endpoint protection
suite and security forensics.

o Integrated Security & Threat Management: A unified security management environment
supporting multi-device, multi-domain and multi-admin management, with complete
threat visibility supporting collection, correlation and attack analysis, and reporting tools
for compliance and audit.

e Security Services: Real-time security updates (ThreatCloud), software updates, hardware
maintenance, 24x7 support and maintenance, and optional training classes, on-site
professional service, consulting workshops, security checkups and incident response
(based on selected package).

In summary, Check Point Infinity Enterprise License Agreement future-proofs your security
infrastructure by providing end-to-end coverage across all attack vectors.



Get the protection you need, prevent the next critical attack.

Contact your sales representative today to get a proposal!

For more information click here.
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About Check Point

For the last three decades, Check Point Software Technologies Ltd. (www.checkpoint.com]
has set the standard for Cyber Security. Our mission is to secure your everything. Across the
ever-evolving digital world, from enterprise networks through cloud transformations, from
securing remote employees to defending critical infrastructures, we protect organizations
from the most imminent cyber threats.

Check Point’s products and services are sold to enterprises, service providers, small- and
medium-sized businesses and consumers. We secure more than 100,000 businesses and
millions of users worldwide.

Worldwide Headquarters
5 Ha'Solelim Street, Tel Aviv 67897, Israel | Tel: 972-3-753-4555 | Fax: 972-3-624-1100 | Email: infoldcheckpoint.com

U.S. Headquarters
959 Skyway Road, Suite 300, San Carlos, CA 94070 | Tel: 800-429-4391; 650-628-2000 | Fax: 650-654-4233
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