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Check Point Identity Sharing 

This document outlines some details about Identity Sharing mechanism between the Policy Decision 

Point (PDP) and Policy Enforcement Point (PEP):  

The PEP gateway registers on the PDP gateway asking the list of networks this PDP may have identities 

for. The PDP sends a list of networks to the PEP gateway in the registration process. The PDP gateway will 

perform the group membership query once a login event is observed and calculated the Access Role 

object matching. It will then create an Identity Awareness Session related to the source IP address.   

In case a packet sourced by one of the networks learned from the PDP will arrive on the PEP gateway the 

PEP gateway will query the PDP for the current identities related to this source IP address.  

The PDP will provide the relevant Access Role and the PEP will perform the rule base matching allowing 

or blocking the packet accordingly.  

[Protected] Distribution or modification is subject to approval  



 

 ©2019 Check Point Software Technologies Ltd. All rights reserved      |         P.   2  

  

Monitoring Identity Sharing from PDP to PEP  

Understand the list of PEP(s) the PDP has a sharing relationship with.  

  
  

Understand the list of networks the PDP knows about  

  
Understand the list of networks the PEP has been made aware of by the PDP  

  
Understand the list of networks the PEP has performed a registration process for  
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Understand the list of users known on the PEP  
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