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SmartEvent: Full Threat Visibi

SmartEvent provides Full Threability with a

single view into security risks. Take control and
command the security event through-tiead
forenst and event investigation, compliance and

reporting. Respond to securitgigents

immediately angain network true insights

SmartEvent
Full Threat Visibility

Key Features and Benefits

A Instant Search Results:
Free text search, auto suggestion
and search history favorites

>

Single View into Security Risk:
R80.10 integrated threat
management and performance
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Security events automatically alert
on critical events
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FULL THREAT VISIBILITY

REAL-TIME FORENSIC AND
EVENT INVESTIGATION

COMMAND THE
SECURITY EVENT
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ACheck Point Solutions prevent threats of all kinds when users unknowingly access
malicious resources, completely eliminating the very possibility of damage or data breach.

Check Point products stood out among the competitors for their ease of configuration, a
user-friendly interface and the ability to prevent threats from entering the network.o
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Report
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Threat Prevention

EXECUTIVE SUMMARY SECURITY CHECK(P

The follawing Security Checkup report

presents the findings of a security

assessment conducted in  your

netwark. The report uncovers where
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KEY FINDINGS *» MAL'
DOWNLOADS OF NEW MALWARE VARIANTS (UNKNOWN MALWARE)

With cyber-threats becoming Increasingly saphisticated, ats often include with no existing protections, referred to as
unknown malware'. These threats i . or of ko ploits, with and therefore are not detectable
by standard solutions. Detecting these types of malware requires running them in a virtual sandbox to discover malicious behavior. During the security analysis, a
number of malware-related events were detected in your network. The table below summarizes downloads of new malware variants detected in your network,

RE AND ATTACKS 34
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Malwares and Attacks

KEY FINDINGS » MALWARE AND ATT.
MACHINES INFECTED WITH BOTS

A Bot is malicious software that invades your computer. Bots allow criminals to remotely controf your computer to execute lllegal activities such as stealing data,
spreading spam, distributing malware and participating in Denial of Service (DOS) attacks without your knowledge. Bats play a key role in targeted attacks known
a5 Advanced Persistent Threats (APTs). The following table summarizes the bot families and number of infected computers detected in your network

Bot infections (top 20 bots) Top 10 infected machines
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KEY FINDINGS » DATA LOSS &
DATA LOSS INCIDENTS

Your company’s internal data is one of its most valuable assets. Any intentional or unintentional loss can cause damage to your organization. The information
below was sent outside the company. or to potentially unauthorized internal users. This information may potentially be sensitive information that should be
protected from loss. The following represents the eharacteristics of the data loss events that were identified during the course of the analysis

5 6 Total emails scanned

56 Emails with data loss incidents 4 Web data loss incidents

Data loss incidents by data types (top 20) Incidents by protocol
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Machines Infected with Bots

Key Findings: Data Loss
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CORRELATION

ReaiTime Forensic and Event Investigation

Prevented/Detected

DO O ¢

Infected Hosts

High Bandwidth

1 SmartEvent correlates logs from all Check Point enforcement points, including endpoints, to identify
suspicious activity, track trends and investigate/mitigate events i all through a single pane of glass.

1 Real-time data analysis and custom event logs immediately notify administrators to allow for quick
action and/or remediation. Take control of your security.

1 Deploys quickly and monitors anywhere, SmartEvent is completely modular and customizable.

Consisting of widgets, views and reports you can create your own or use any Check Point
predefined reports.
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SPOTLIGHT

Full Threat Visibility

With one console, security teams can

@ 13 g e s 7 e o manage all aspects of security from policy
to threat prevention i across the entire
organization i on both physical and virtual
environments. Consolidated management
means increased operational efficiency.

Real Time From View
Forensic to Action
and Threat Drill down directly

Investigation

Correlation of
millions of logs to
identify significant
events easily and
understand your
security status
and trends.

Schedule
Reports for
any Audience

Take control and
monitor all your
gateways in real
time. Add
customized or
predefined views
to your reports,
schedule
anytime, and
featuring one
click export to
PDF and Excel.

from the event
your viewing to
the immediate
rule in the policy.
All through a
single pane

of glass.

Integrated
Threat
Management

Utilize the power
of R80.10 single
management
console 1
Nothing goes
undetected.

Step Up to®BGeneration Cyber Security

Gen V security leaves the patch work and best-of-breed deployments of the past
behind. I nst e &edbyan aréhisecturentteatr unifees adl metworks,
cloud, and mobile, supported by automatic and immediate threat intelligence.
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