Check Point Software | CloudGuard

Microsoft Azure
Sentinel

Cloud-native SIEM with built-in Al so
security analysts can focus on what
matters most.

Azure Sentinel is a cloud-native security information and event
manager (SIEM) platform that uses built-in Al to help analyze
large volumes of data across an enterprise—fast. Azure Sentinel
aggregates data from all sources, including users, applications,
servers, and devices running on-premises or in any cloud, letting
you reason over millions of records in a few seconds. It includes
built-in connectors for easy onboarding of popular security
solutions. Collect data from any source with support for open
standard formats like CEF and Syslog.
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Collect data at cloud scale—across all users,
devices, applications, and infrastructure,
both on-premises and in multiple clouds.

Detect previously uncovered threats and
minimize false positives using analytics and
unparalleled threat intelligence from
Microsoft.

Investigate threats with Al and hunt
suspicious activities at scale, tapping into
decades of cybersecurity work at Microsoft.

Respond to incidents rapidly with built-in
orchestration and automation of common
tasks.

Access all CloudGuard security information from your Azure, Azure Stack
and hybrid cloud deployments in Microsoft Azure Sentinel

Check Point's CloudGuard for Microsoft Azure delivers advanced, multi-layered security for the Azure cloud environment, protecting

assets in the cloud from attacks while enabling secure connectivity from enterprise networks to the Azure cloud.

The integration between CloudGuard and Sentinel allows you to seamlessly import CloudGuard network security information and

events from your on-prem, Azure, Azure Stack and other hybrid clouds into Sentinel.

CUSTOMER BENEFITS

« Provides customers advanced threat protection for on premise and cloud

environments from one-pane-of-glass

- Enables unified security management across Azure Cloud, Azure Stack and on

premise workloads

« Encourages consistent security policy management, enforcement and reporting

The Microsoft Intelligent Security Association (MISA) is an ecosystem of independent
software vendors that have integrated their security solutions with Microsoft to better

defend against a world of increasingly sophisticated, fast-moving threats.
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