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SmartEvent:
Full Threat Visibility Data Sheet

YOU DESERVE THE BEST SECURITY

SmartEvent provides Full Threat Visibility with a single view into security risks. Take control and command the
security event through real-time forensic and event investigation, compliance, and reporting. Respond to security
incidents immediately to prevent the next attack.

SmartEvent: Full Threat Visibility
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“Check Point Solutions prevent threats of all kinds when users unknowingly access malicious resources, completely
eliminating the very possibility of damage or data breach. Check Point products stood out among the competitors for their
ease of configuration, a user-friendly interface and the ability to prevent threats from entering the network.”

Sergey Rysin, Security Advisor to STLC Director
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CORRELATION

REAL-TIME FORENSIC AND EVENT INVESTIGATION

Single Pane of Glass

Prevented/Detected

Infected Hosts

High Bandwidth

e SmartEvent correlates logs from all Check Point enforcement points, including endpoints, to identify
suspicious activity, track trends and investigate/mitigate events - all through a single plane of glass.

¢ Real-time data analysis and custom event logs immediately notify administrators to allow for quick
action and/or remediation. Take control of your security.

e Deploys quickly and monitors anywhere, SmartEvent is completely modular and customizable.

Consisting of widgets, views and reports you can create your own or use any Check Point predefined
reports.

© 2025 Check Point Software Technologies Ltd. All rights reserved.
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SPOTLIGHT

Full Threat Visibility

With one console, security
teams can manage all aspects
of security from policy to threat
prevention - across the entire
organization - on both physical
and virtual environments.
Consolidated management
means increased operational
efficiency.

demsie 0 0, @it

erial Dusrien

o 12 i ! 7 L;\}fai[c:l Hasts

@ ]3 h(__l_' tical Al :I_< Iypes

Ateack Sreverion by Palcy Lrtrcal artacis Slowmd by Fulioy

b @z ECLE~ BRI G A

s
o
Ry

Alewed g Risk Applcatons

0000000

e R

e

Real Time = ; T e e e e e e e o ) s From View to
280217, 1:4255P1 @ @ B £ @ip103722. w— i1000.87.94¢.. ip-106117Ce.. U Signature WA Novel €D rector... M- LDAP Protections
. 20a17,101:0p1 ¢ @ B £ @ip10. . .U signature A Novel eDrector... M LDAP Protections .
Forensic oumsamnt 88 8 o = e i SN = ewas|  Action
2 0¢17, 85609 @ * ®Huw — Water 8 ip101325-.. U signature BakdoorWn32Tidoor A — Detected on 10132565
an d Th reat soarm rosssin @ @ E £ Gngnt o121 O sinatre ShlShock-GU B . WA Web SenerEnt.. ShetShoce. Gh., WebsenerExtrcmen, . .
RO S S =T S —  ewessss|  Drill down directly
I t t %0¢17,42205m @ @ B £ @mgnt = 8 1p192-1683.. ip-1064.21-103... ) Signature ShefiShock - GNU ash R.. WA Wek ServerEnf..  SteliShock - GN. W s Web Server Enforcemen.
nvestigation e e L T = wwensss]  from the event
r A S, G P L S — R O U R o S, NN NN, R B W, o RO,
C L t f 2 0a17, 122001 @ T B * @HQw — e B p1043255... 8 pa9z16a.. 0 signature Backdoor V32 TaidoorA — H H t th
orretation o e L gy S L g e e e S e T e your viewing to the
. . 28 017, 101700 @ ¥ B * @ Hogw — Walter EE 1921687 ) Signature ‘Backdoor Wn32Taidoor.A reea Cetected on 10.132.5.€5] . .
millions of lo gs to Roi e @ WGt Binge Ve T — immediate rule
250417, 5220800 @ @ B 2 @ip103722. wem Movell eDirectory HTTF Fe.. WA 10AP ProtXles  Novel D rector,., M LDAP Protections
identify significant s B9 — bt — _ el in the policy. All
20d17,50500av @ T B £ @ipao; e MIT Kerberos kadmind RP... Optimzed SUN-RPC Enfrc.. MITKerberos ca.. MBS wesms  SUN-RFC Enforcemert 2, -
. 280a17,50500v @ ¢ B £ @ipao2. — = 5 MIT Kerberos kadmind RP... Optimzed SUN-RPC EnfCrc.. MITKerberos ca.. M mwmss  SUN-RFC Enforcemert 2, -
events easily and curi o ® 8 52 et =i e ey e mesas|  through a single
280217, 505000 @ @ B £ O Remotes-gw m— 5 ip192.168.3. L GNU Bash Remote Code .. Optimzed Wk ServerEnf.. GNU Bask Fem.. Web Server Enforcemen.
understand your 25 0a17, 5050950 @ @ B £ @ Renctedgw mm— A0S, 1101032364 0 15 DB el Coe .. Optimzsd WetSemarEnt.. SHU Bt e, s Web S Enforcemen pane of g lass.
280a17, 5050920 © @ B 1 @ Renctes gy mm—m B p1921683. ip101353¢e.. U5 GNU Bash Remote Code E... Optimzed Wet ServerEnf.. GNU Bask Fem.. W Web Server Enforcemen.
t t t d 280¢17, 50500y @ @ B £ O Remotes-gw mm— iE-1059-1-444 . : GNU Bash Remote Code .. Optimzed erverEnf.. GNU Bask Fem.. M Web Server Enforcemen.
Security status an 0er swsosow @ W B 2 rentesow P T T T T p—
280a17,50508v @ @ B £ @Hogw — asonTalor ' ip192168-2. B BackdoorWn32TaidoorA o Prevented on 192.163.2.
trends. moar st @ T B & g, m— B i i o ke Dot ooty s
280417, 5050820 @ 2 ip1921651.. w— - ip10-2611.. M Kerbero: kadmind RP... Optimzed SUN-FPC Enfcrc.. MITKerberos ca.. M wews  SUN-RFC Enf ert 2.
20417, 505080 @ T B 1 @ip1o21631.. mm—m MI Kerberos kadmind RP.. Optimzed SUN-RPC Enferc... MTKerberos ca.. BN W SUN-REC Enforcemert 2
280a17,50508v @ @ B £ ©ip1921631.. m— Cisco Unified Communica... Optimzed VeIF Enforcement  Cisco Unified . VolP Enfercemen:
260217, 505080 @ @ B £ @ ip192163.1., m—m ... W p19z168.7.. Q1P Cisco Unified Communica,. Optimzed VelF Enforcement Cisco Unified C... VolP Enfercemen:

Schedule Reports
for any Audience

Take control
and monitor all
your gateways

KEY FINDINGS » HIGH RISK WEB ACCESS

USAGE OF HIGH RISK WEB APPLICATIONS
Web applications are essential to the productivity of every organization, but they also create degrees of vulnerability in its security posture. Remote Administration
applications might be legitimate when used by admins and the help-desk, but please note that some remote access tools can be used for cyber-attacks as well. The
following risky web applications were detected in your network, sarted by category, risk level and number of users.
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ORDERING DEDICATED SMART-1 SMARTEVENT APPLIANCES

Smart-1 Appliances'

Smart-1 600-S

SKU

Smart-1 600-S Base SmartEvent appliance for 5 gateways (perpetual)

CPAP-NGSM600S-BASE-EVNT

Smart-1 600-S Plus SmartEvent dedicated appliance for 10 gateways (perpetual) including
SmartEvent, SmartEvent

CPAP-NGSM600S-PLUS-EVNT

Smart-1 600-M

Smart-1 600-M Base SmartEvent dedicated appliance for 25 gateways (perpetual)

CPAP-NGSM600M-BASE-EVNT

Smart-1 600-M Plus SmartEvent dedicated appliance for 50 gateways (perpetual)

CPAP-NGSM600M-PLUS-EVNT

Smart-1 6000-L

Smart-1 6000-L Base SmartEvent appliance for 75 gateways (perpetuall, 96 GB RAM, 24 TB
HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-BASE-
EVNT

Smart-1 6000-L Base Multi-Log appliance for 75 gateways and 10 domains (perpetual], 96 GB
RAM, 24 TB HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-BASE-
MLOG-10

Smart-1 6000-L Plus SmartEvent appliance for 150 gateways (perpetual), 192 GB RAM, 24 TB
HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-PLUS-
EVNT

Smart-1 6000-L Plus Multi-Log appliance for 150 gateways and 10 domains (perpetual), 192
GB RAM, 24 TB HDD, 2x AC PSUs, LOM

CPAP-NGSM6000L-PLUS-
MLOG-10

Smart-1 6000-XL

Smart-1 6000-XL Base appliance SmartEvent for 200 Gateways (perpetuall, 192 GB RAM, 24
TB SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-BASE-
EVNT

Smart-1 6000-XL Base Multi-Log appliance for 200 Gateways and 10 domains (perpetual), 192
GB RAM, 24 TB SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-BASE-
MLOG10

Smart-1 6000-XL Plus SmartEvent appliance for 400 gateways (perpetual], 384 GB RAM, 24 TB
SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-PLUS-
EVNT

Smart-1 6000-XL Plus Multi-Log appliance for 400 gateways and 10 domains (perpetual), 384
GB RAM, 24 TB SSD, 2x AC PSUs, LOM

CPAP-NGSM6000XL-PLUS-
MLOG10

1.SmartEvent for one year and extensions are available in the integrated Smart-1 Appliance policy management SKUs.
SmartEvent perpetual dedicated server, for customers who want a dedicated SmartEvent environment.

e Includes SmartEvent, Logs and correlation unit.
e Perpetual on Smart-1 and open servers

e The dedicated SmartEvent server is licensed by the number of gateways it is analyzing logs from.

e Number of managed gateways on the dedicated SmartEvent server may be to equal or less than the number of

managed gateways on the Security Management server.

© 2025 Check Point Software Technologies Ltd. All rights reserved.
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SPECIFICATIONS

Smart-1 SmartEvent Configuration

Enterprise Grade Ultra High End

Appliances 600-S 600-M 6000-L 6000-XL

. .
_____ = | |
- . [ .

Capacity & Performance

Managed Gateways 5/10 25/50 75/150 200/400'
Peak Indexed Logs per Sec 6,000? 8,000? 40,0007 67,5007
Sustained Indexed Logs per Sec 2,000? 4,0002 23,0002 40,000?

GB per Day of Logs 502 1052 382 652
Hardware Specifications

Cores 6 12 16 32
Storage (HDD) Hot-Swappable 1x 2TB HDD 2x 4TB HDD up to 12x 4TB HDD up to 12x 4TB SSD
RAID Type - ! 5,6, 50 or bdisks) | (5. 6,50 for b isks
Memory (RAM) Default/Max 16/32 GB 32/64 GB 96/192 GB 192/384 GB

1.Manages up to 5000 Check Point 1500, 1600, 1800 firewalls when divided into multiple domains using MDM or using
SmartProvisioning

2.600-S and 600-M tested with SmartlLog and SmartEvent configuration, 6000-1/6000-XL tested with dedicated
SmartEvent configuration

5 Shlomo Kaplan Street, Tel Aviv 6789159, Israel | Tel: +972-3-753-4599

100 Oracle Parkway, Suite 800, Redwood City, CA 94065 | Tel: 1-800-429-4391

www.checkpoint.com
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