
Trends & Challenges of
CYBER SECURITY
MANAGEMENT

Of the cyber security 
industry experienced a 
significant cyber threat 
in the past three years

Are optimized to handle 
Gen-V threats

With the growing 
frequency of security 
alerts and time 
needed to remediate 

Lacking Resources

Of security 
teams lack 
expertise

Say their security 
teams are fully 
up-to-date

To prevent or to detect? 
That is the question

VS

Detection 
mode

Reported that they 
face challenges

Of companies 
took more than 
24 hours to start 
remediation of 
the threat
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98%
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Of IT Administrators say 
rate of security alerts 
increased over the past 
two years

30%

Use Multiple 
Vendors

45%

23%

MANAGING THE 5th 
GEN OF SECURITY 
IS CHALLENGING

INDUSTRY 
CHALLENGES

CYBER 
THREATS ARE 
AMONG US    

12%

55%

52%

96%

70%

Have a greater security 
posture, better ability to 
minimize the impact of 
breaches and mitigate 
sophisticated threats

Prevention 
mode

Source: Dimensional Research “Operational Efficiency Report”

www.checkpoint.com/genv


