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“We trust Check Point as a company and as a
product; there is nothing in the industry today
that comes close.”

—Ryan Leonard, Director of Production Engineering at FXCM

CUSTOMER CHALLENGE

Working across 15 global offices, FXCM serves more 200,000 retail customers and

Customer Profile

® FXCM Inc. (NYSE:FXCM) provides online foreign
exchange trading and related services to retalil
and institutional customers worldwide.

= The company acts as an agent between retail 200 of the world’s top hedge funds and banks. With its distributed environment FXCM
customers, and a collection of global banks was in need of a robust network security solution that could be deployed regionally
and financial institutions and offers access to . .
over-the-counter foreign exchange markets and managed centrally by a small dedicated staff. FXCM looked to Check Point to
through its proprietary technology platform. deliver the following:

® FXCM serves approximately 200,000 retail
customers and 200 of the world’s top hedge B Robust integrated security

funds and banks. .
Hncs and banks m High-performance data center grade hardware

m Simplified network security management, administration, and reporting
® Single vendor eco-system

Industry
® Financial Services
Check Point Solutions
® Check Point 12207 and 12607 appliances

running R75 and the following Software Blades: SELECTION PROCESS

Firewall, Identity Awareness, IPS and IPsec VPN
® Check Point 4200 and 4800 appliances running
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R75 and the following Soft Blades: H - - = . .

Application Control, DLP, Firewall, Idenity Selection Criteria “Check Point’s multi-layered protection enables

TSy [fon PSP DRNEE L TS v Robust and scalable our entire network security stack to operate
® Check Point Multi-Domain Security Management . . .

security appliances in a single eco-system. The comprehensive

“The ability to roll out 10 Gbps has been a v’ Consolidated management mterfaqe gives us a S.Ingle

huge driver. There are very few appliances security pane of glass to monitor our security posture

that come close to what Check Point offers R

from a price performance perspective. And, ) Gl caeiive throughout many different tools at once—we

the flexibility Check Point provides with n,t et that an here else ”

different types of ports and port rates has v’ Ease-of-use ca g yW .

been very attractive for us.” - Ryan Leonard, Director of Production Engineering at FXCM

— Ryan Leonard, Director of Production Engineering at FXCM
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THE CHECK POINT SOLUTION

CHECK POINT BENEFITS

T

Check Point Appliances Deliver Integrated High-Performance
Protection

Deployed within FXCM’s critical WAN environment, the Check Point 12000

series appliances secure the link between FXCM’s data centers, large offices,
and liquidity sources. The 12000 appliances offer FXCM a mix of flexibility,
performance, and high port density enabling it to support multiple lines at various
rates on a single appliance. As a 24x5 shop, FXCM is also constantly concerned
with uptime. The 12000 appliances provide hot-swappable redundant hard drives
and power supplies to ensure business continuity and serviceability as part of
FXCM’s comprehensive strategy. Additionally, FXCM utilizes Check 4000 series
appliances to secure communication between some of its smaller branch offices
and datacenters. The 4000 appliances offer comprehensive security with a mix of
Software Blades to provide FXCM with integrated and layered protection.

Software Blade Architecture Provides Layered Protection

With a distributed environment and remote offices spanning the globe,
leveraging the Check Point Software Blade Architecture enables FXCM to take

a layered approach to security by deploying multiple security tools on individual
appliances. This not only increases the company’s security posture, it saves
time and expense as no additional hardware needs to be purchased, deployed,
or configured. “Within our remote sites, it’s nice to have the ability to enable
different types of technologies, which would normally be a whole different
appliance, with just the click of button.” — Leonard. FXCM leverages a number of
Software Blades for different offices and departments around the world including
Firewall, IPsec VPN, IPS, Identity Awareness, Application Control, URL Filtering,
and DLP.

Centralized Management Simplifies a Complicated Environment

FXCM leverages Check Point Multi-Domain Security Management to manage,
monitor, and administer its global security policies from a single, centralized
console. In addition to daily management, FXCM relies on the system to create
custom reports for PCI, SOX, CFTC and other domestic and international
regulatory audits. Using the SmartCenter dashboard, FXCM is able to show
topologies and how its products are deployed as well as basic configurations.
“With Check Point, there’s a trust factor in the industry, we don’t have to go back
and forth about our security posture for our firewalls; this saves us days with
each audit.” — Leonard

Robust, High-performance Appliances

® High-performance security ensures protection for FXCM’s data centers
® Redundancy of hard drives and secondary power supplies ensures
uptime in FXCM’s highly critical environment

Integrated Security

® “lt’s not really one thing that has drawn us to Check Point it’s
the entire eco-system and how everything works together
seamlessly.”- Leonard

®m The Check Point Software Blade Architecture gives a FXCM
flexible, integrated, and extensible security solution

Simplified Management

®m Comprehensive reporting streamlines and shaves days off the
auditing processes

® Increased visibility enables FXCM to see its entire security
eco-system from “single pane of glass”

B Having one eco-system and having everything contained within
it is a life saver for us.” — Leonard

SUMMARY

Robust ¢ Secure ¢ Unified

® Check Point 12000 appliances offer excellent price performance
at multi-gigabit speeds

m Superior protection ensures FXCM complies with PCI, SOX
and other regulations

® Multi-Domain Security Management enables FXCM to roll
out global policies throughout its entire infrastructure with a
centralized location for logging updates and authentication

Total Value - Cost Effective Solution

m Centralized reporting shaves days off FXCMs compliance audits

m Software Blade Architecture provides layered security, simplifies
management, and reduces hardware costs

® “The 12200s hit a price point for performance that no other
vendor can match.” -Leonard
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FXCM Datacenter

FXCM Headquarters New York

FXCM Datacenter

Check Point 12607 and 12207 Appliances with Firewall,
IPSec VPN, DLP, and IPS Software Blades

Check Point 12607 and 12207 Appliances with Firewall, Check Point 12607 and 12207 Appliances with Firewall,
IPSec VPN, DLP, and IPS Software Blades ,’M IPSec VPN, DLP, and IPS Software Blades
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Multi-Domain Security Management Server

FXCM Trading Partners Global Offices
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Check Point 4200 and 4800 appliances with Firewall,
IPSec VPN, IPS, Application Control, and DLP Software Blades
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Worldwide Headquarters: 5 Ha'Solelim Street, Tel Aviv 67897, Israel | Tel: 972-3-753-4555 | Fax: 972-3-624-1100 | Email: info@checkpoint.com
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