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UNITEL STRENGTHENS PROTECTION QF,
CRITICAL INFRASTRUCTURE WITH CHEC.K
POINT INFINITY

Check Point Infinity consolidates security T
and simplifies security management, i
preventing emerging cyber-attacks f

2

GLIITEL “You cannot protect what you cannot see. Check
Point gives us visibility into our infrastructure.”

— Dialungana Malungo, Cybersecurity Analyst, Unitel
Customer Profile

Unitel is Angola’s market-leading
mobile telecoms provider. Unitel was

founded in 1998 and is Ove rV| ew
headquartered in Luanda. i

Unitel
Challenge

Unitel is a mobile telecoms and Internet provider with a 70% share of the Angolan
e Protect critical national

. . ) market. The company plans to extend coverage across the entire country by 2022 with
infrastructure against continuous

cyber-attacks a roll-out of 4G to Angola’s major cities.

e  Simplify security management

Solution Business Challenges

e Check Point Quantum NGFW Protecting critical infrastructure

e Check Point Infinity Total Unitel holds a large amount of personal and financial data of the citizens of
Protection Angola. A disruption or breach of Unitel would cause a major disruption to

the Angolan economy.

Results

e Secured critical commercial and “We have to protect our infrastructure and our data,” says Dialungana Malungo,
personal data in the face of an Cybersecurity Analyst, Unitel. “We have to have the right technical security controls,

ever- changing threat landscape
e Consolidated security with
one vendor, reducing costs,
simplifying support, and ensuring
consistency toupgradesacross .
compatible products SO[UtIOﬂ
e Centralized security management
platform relieving strain on IT
resources

but we also play a role in educating our staff and the wider Angolan economy about

cyber threats. Our priority is to protect our clients.”

A unified approach to security
Unitel favors a unified approach to security management, built around the

consolidated Check Point Infinity Architecture.
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“Check Point

allows us to see what
Is happening in the
infrastructure and to
then configure our
devices from a
centralized platform”

— Dialungana Malungo, Cybersecurity
Analyst, Unitel
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“We are the largest telecommunications company in Angola, with a huge
infrastructure and a broad perimeter. Having different solutions with
different vendors would cause an unnecessary headache,” says Malungo.

“Check Point is committed to security.”

The Check Point Infinity Architecture is a fully consolidated cyber security
architecture that provides unprecedented protection against sophisticated and
targeted Gen V mega cyber-attacks. The architecture is designed to resolve the
complexities of growing connectivity and inefficient security, working across all

networks, endpoint, cloud and mobile.

Unitel also deployed Check Point Next Generation Threat Prevention augmented

with SandBlast Threat Emulation (sandboxing) and IPS (Intrusion Prevention System).
Remote users are seamlessly connected over Check Point Virtual Private Networks
(VPN]. The overall solution provides users with seamless and secure access to

the corporate networks.

“Different Check Point solutions protect different perimeters on our network,”
Malungo explains. “We do pre and post-detection with threat prevention to make
sure we're able to prevent the threats right there. We also have IPS to detect

anomalies on our network.”

Results

Central management, total visibility
With Check Point, Unitel manages its entire infrastructure from one, centralized

security management platform.

“Check Point allows us to see what is happening in the infrastructure and to then
configure our devices from a centralized platform,” says Malungo. “You cannot

protect what you cannot see. Check Point gives us visibility into our infrastructure.”

Unitel is now able to better manage remote users and create granular security rules

for different user groups.

Unified threat management, he continues, is more cost effective, easier to manage
and more secure. “Because all elements are connected, upgrades are simpler and

more consistent. When we upgrade, everything remains stable.”

Check Point Support is also cause for praise. “If we should have a problem, Check
Point is there. Peace of mind is valuable when it comes to security,” says Malungo.

He says Check Point protects today and provides assurance for tomorrow.

“Check Point protects our organization not only against the well-known attacks, but
also the zero-day attacks. With Check Point, we're confident we can protect ourselves

against emerging cyber security attacks.”
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For more information, visit: https://www.checkpoint.
com/products/
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