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Standing on the shoulders of giants

Decades of experi encaveHedsvtea bpltiosoh eduerd mdcs @wietsh
protcelcotudsvednafrmmMe xGener ati on Hiyrbewtdh &dMe s h F
protect and segmemdnecsloauuceandton Web and API
thpat otweecditaci ng apgprnd ceaxxposnesd API endpoi nt s.

However, with t hGe merteaetoirve Ali s(eGeof Al ) appl ic
assistants in inftecinmd apah okeuldddireopmidd g e nt
agenftlioovysdt msh access tandetssuccths vads r dvaetba n g
and code ,eewcatitack vectorhsavendmemiggeuwe trhiadk
our established notions of web app security

Addi tional ly, ntdo rraepd udd ey edodsbtpsnianherewal uti on
technolcognpas, adomathgmgi d cl oud depl oyment s,
I nfrastaagrcd utfieccel Firewall s an absolute nece
repeasablueity. control s

Thwhigeper discusses Check Pointbstappddaehb:
the security risks otaf@beixidlejnglplinggtahgoeschy
contaontsweasltlabl i shed s ec WrpietcyChpercaad tRHpe lensti Gls
Mesh Fiwietwaldxt emdaad agladou,dnd itelse Cl oudGuard
Application and API Firewal | ( WASFpeciwdl lcyh h
crafGeenddécucapgbilities
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Background

Why we enusttr asf fom packets up to API s

The proliferation of networkopraemices deajliaconge nt ke
with the expansion | ntpor iavna tien carthedawsp unipgraieouimvbesrts ,a §
the increasiwagb rapplaincaivsonis-r@vi@d| ed open source
dependemealdeeds t o tihnet ergirsaet eodf securicentcaht yomansag
I nfrastagurcasatniéef rBlg br i d Me sshlT hFAisr @wsiefltanded t hat

WAFsxt end t heiAPIs eecnufrojrtcye ntcmectasni ng eanmpmbsidded

i ntrusion precepbhibbte oYy sitdamsleixpdg 02 ¢ 50

Now, ttwhe adGenhhtefradi $eommllagpr indrmst rammlds are bei
chall engedyyetewapaitrmack met hods that network fir
For instance:

T Jail breakidng emda dglognpt s) or indirectoryckpGempl
powernedistant @/Xd g dsetmssti & ii me Ddetiast ant output s
privileged informant omnamt ASiGletleld rctarusmafribsr mdbrle

T Tricking Al Agents inaexleazwndcmign @, paetrtfaoa kngi , n go ub

injections on an SQL database in Retrieval Au
T The introduction of agentic frameworks such a
evdrmcreasing numbem-e®fpo®¢¥EBs ems with direct or
to highly sensitive assets via Model Context

Now,ver three decades after -eCheerc kf, Phoei enit! H onivretn t hea
extendbdt-t ket edndati ons ofamwebcsleqmudriadagtriess t he

chall eGgaAl osEacuachiy€EheckhiPgjlaaddbdasSpradl fic sec
|l ayers to its Web Application and API Firewall

jail breaking, misuse, ,and@de@grsdrvesatssegddy o yr,i daerivd $rhd rs
ability to-sipmnnme mtg mled wd o k-d atwwvi v B d eteop gfcabctiilointsa t
adoptihos tGeefh-Ahseyst ems.

I n other words, Check Poi-pntewemt iodf eg ecass dhtayei sd |
traffitchphckimy swnret wdrhk ough nARlos,aendppe t o npryoonuprt
LLMs
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Defi niti ons and DI s a

T AlUnl ess speci ffioeed tohteh epruwipsoes e sAlo fs ttahnidss df oocru ntee
Al GendAugh as Large L(angwsa)ge oModehguage Blbdel s

7T AIAgeniAsst: onomAdbuass ed sy st epmesr ccehhagenreenonment , r ea.
take action to achieve a specific goal

T Agent i cWdr lofeisbat muilsttapt enomousi Al mathepttd ows
make decisions, plan tasks, and perform

1T Web Appstess specified otherwise, ,f owebt haep pp urcpa
stand f-gr oovomapplications accessible via brow
i nst gnkgr:eCommerce shop se2VA nCh ae xbtoetr naasls i usst earns
to qgquery a customer database.

T Retrieval Augmenited h@a malebh atvhsatntd Liser y i nter nal
external dat a stohue cascumacmpdod e&rMsl g wamgece | oo
products currentdygmmer cg oxkpln an e

1T Model Context Prot 8ecrovli c(eMCR)h aste rpvreorvsi:de t ool s,
to an Al model througbsaestraamigheésxbdPopmndt dcd
Ser v-eAdlBower ed Securi}Yy Management

T Publ i c A€l o wtidhcaet pr ov iadneds sdeipsatriantbeh rtdemaeates acmmd s o
that i s manageAimamadWeoby nSedr voiyc es t(hAWwa&lH)A mod ot he
Ser viPrcoevis€E€BPs)

T Privat eArCl erudi: derdmeratt ed t o a $hagbeamogthedzahi
premi seGSkBvwi thhyout sharing under | vitmgrs ofrtgwan e ¢
(for instance, VMwamieng eph oAWS.nitsfrastructur e)

T Hybri d ACdoonladini opnr ioVfa u &ll iocacheapr eirnf r as t(reucgt.uyr e
dat aceanntberrasn g aksowi ng data to.move between the

T HybMesd h Fi:Aeemat t ally managed firewall that co
di stributed gateways (arceagarsd lhegysbs i adf efnovrim ofnametn
function as one system with unified policy, v
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Exi1 st i nAgp pCl Soeucdu/ rWethy &

Wh at Current Controls Can Protect

The standard combination of Hybrid Mesh Firewal
encompasses all traffic | ayers, from paclkeatds tr
sinde,t he end degntAWer dayweb applicationdHydmre dst i
Mesh Firewaltl csgeatnedlmaNArFsef fective at bl ochkemg mal

Specifically:

T The WAF wil |l stil |l enf or ebeo uANPdl AsRclhse.ma s | i ncl u
T Layer 3 abdP&awekl 7still capture many i nstanc:
T 1PSs will still bl oc&Gemsbbumdalarciotulserawitd e/ i t i
T Mul-ftacet et |l mruadsssegmentation will still ensure

communi cate with your agentspecNGR cyeuveangeat
a s pevxCPfiscerver can .access your dat a

T Zero Trust Network Access (ZTNA) will mi ni mi z
poi soning RAG databases and preventumemrdg/t mai r
pipelines.
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Current Controls Are Good, But Not ¢
As noted, evedspwictifouwmd@eagtdudruersi,t y csoencturroiltsy and

bl ueprints provide adequate security, either di
GenAl attacks and their conbscerqgues nactetsa caks d hoanrge sa s«

denominators with more standard attapghghki agti oss$

Unf or t unoa tneal tyt,eefrf ehcotwi ve t hese systemppsmmde agtsepirso
they do not address the new atta,cknonettthweaellss ttoh av
LLMs expose the company to.

Attacks such as model jailbreaking, prompt inje
many tool s/ per mi srseisoinsst)a nta nddatRae geEkxtil | yr atbiypas s at
traditional security blueprints and the firewal

Agebbund IAtEa

Prompt Injection @g SQL I nj ect) o Vi a
B —— - NS
|| @
3425#4)/32%6)/531 [:ig?ftooglld@:: ?1
< m\Dq NG <@ |« (J\;
DC/" > ; > II|II| > A .

i i JAW GG E Wi i Yl taYeTlEd Wi ?2¢aqc
. N\ _J
V V

L. DDbRtPI EBfor celms&mig mezZnTi Did PFDEN ©L

YLl 2% 1,
) .

The foll owing chapter wil/l ex pl-roegady hWAEs parbd | H
Mesh Firewall s, enabling companies to secure th
existing security blueprint.

© 2025 CheckPoint Software Technologied td. All rights resen



. N SECURING GENAI APPS ON AWS WITH CLOUDGUA
CH ECK POI NT HYBRID MESH FIREWALL FOR THE GENAI EF P

Hybri d Mesh Firewall

Whil e dlydouwud ddepl oyments have | ongt deseeaic srtea nadamm!
heterogeneous environments spanning multiple ne
furtahmeprl i fied their complexity. A@agani Wabb6b8aesvac
extensive arrayi tof hpSlemlAlrciwodesid ywaore mi ses entvo r on |
build scalable GenAl pipelines that-shalearraeanitryn
requirements.

The Role of the Hybrid Mesh Firewall

Hi storically, modern environments have consi ste
Net wor k Connect,SBWAN, Meisrht ut @lo!| WAN<s,| oVURINs,ol aurt d oin
as AWS DireChecClonfheicrtt. 6s Hybrid Mesh Firewall (1
gateway | ayer, creating a single oveptami $esegwa
branch, c¢cloud, and virtwual firewall s.

CloudGuard Network Securityyywnidntoeadireat eod andtoirwmel| y
managemefntge Py nami ¢ pol i ctaegsn,osan d iemffroa sctermemttu |
automatically adapts to changing network and ap
enabl es consistent threat pertervuesntt ieonnf,o rsceegmeenntt aatc
fl &g ompoem data cehbostedt en®iWBonmaryt app3aand wo
wi Gen&mhd without

& & ——»lm

I nternet Edge CorGmat eway

I nfagno,othijdased policy

& &
]

I nfagno,othij®ased policy
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Why GenAl Changes Everything

The adoption of GenAl has accelerated the move
dri ver s:(ilQicmpldiefi ed AdYy ewabeiprptvA WS di, hlemwt

GenAl tooling to build and byehbyspemndi2@ddtspi p
opti mi zwmwvioodi ng -datbaee®P&ri.nvest ments

At t he s ame otviemen,andcet aand compliance requirement
Generation (RAG) pipel i pcelsouodf-poeremmnetcerssge adfe e
whil e Al assistants and agentic war KWfalnoywse nrtwemr pir
systems (HR, CRM, ERP) remain confined to priva
bl ueprints, making secure hybrid connectivity e

Consider a representative deployment of an Orde

orders, returns,s eacnud erleyf uancdcse svehinlge t heir per sona
2)Vectdr S
Bedrock Know)edge Bases
N

’R‘AG Search Tool
Containerized (1)Agent s v OnPr esel f Ho

|
|
Web App AWS Step Functions | Private CI
|
+...
A @ v : (4)My S QL
APP g

MCP My SQLY» Quelry
'
I(MySOL Response

(3MCP Se i
EQ E@

I n our depl oyment, t hheo sstiesnds i-jgm evnei sdeast ad ambarbhaesnes h e
web app and its Al |l ogic run in a sc-aftdeboe AWS
GenAl thoed |IpsAntooe x per tpso woeurieldd SAHS tsems vi si on refl ec
i ncreasingly common i4peertoegmmamicee AGemn Al t hlei gph bl

soverei-gpnegpeoni (HAWS | Ftep Functions as whtehAIl Acg
acces@no-mensitiwds etrevrintse RRAGpedi &SBi bed ket s ori zec
pl atieyx,t @)@adVMCP Setrhvaetr t r@aumed tdith@@mos structured MySQlI
t ¥aMy SQ@Bst or ertys e-hb stped v at Borrcelgoud deotnpliange.
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Uni fied ConneeScavliitnyg and Auto

The fireatpsobéepcting hybritd esviabonméintsecure con
t heeni t herl RS eac athiBPNnect i vi t YAWS oDisr escut€ h®oandnCeucatr.d 6 <
i ntegrated VPN provides immedi ate Oéplepymant i aai
seamlessly with AWS Direct Connpeertf,orlnramnraeaap aritgh
uni fied security fabric.

During workload fluctuations, AMAMWXaIlAutouutScoal isncgal
CloudGuard instanicelmutbamahiicmast GhRepra@ablii issloeaedSec
I nternal Commu(n3apcmltiieosn & Srle@)t,w s tcth o HedDrea mottoa sad
full povVvaliydpawbison.

Importantly,thise x act biesharveaplri cated across clouds with
synchr omindataidampt i v ea uptool macta ipegdd helhhwarkloads and

i nfr astcrhuacntguerseh out manual repl eenbsingg | astr ol eyede
compromi ses .governance

Dy nami-lEr,ed PPol i cy Enforcement

Modern GenAl applicati ons frKeulbye ronne teepsh epnoedrsa | sceorm
orchestrations, transient VMs, and-bdaysneadmircud lelsy &
brittle and unmanageable in this context.

CloudGuard Network Securit ydrrievpelna c ease atahelearp aw ii tch e

based on c¢cloud tags, |l abels, and categories. AW
categories are automatically discoverped Bahdeawyn
prevention rules to follow workloads wherever t

This decl arativeaddpdseti ygesdesuni sl fabric that
i nfrastmaicrntuaieni ng visibility, compliance, and |
privatepramdresources.

Preve+frtiiren Security for GenAl Wor kil

GenAl ecosystemmovinhgopuedi Caable attrceck maoadélac
APl mi susexéoutciodr agents and Sgaits an edneldgttrt ii eowna
signabbaisappr oaches cannot anticipapeevéadtiestt hr ec
archi t,ecdruirve mp obwe rietds IAlt rusi on Prevention Syste
synchronization, stops both known and unknown e
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Security Effectiveness

Accor di nQgy bteor RRantel ngs Cl oud Net wor k Fi yGhweaclkl PGoi nmg
achieted%aexpl oiacbbdbos k2@ @,itnecsltueddi-chagty t zaearkbs mu | t
vector pmaykliongdsit the only vendor to deliver per
categories.

By contrast, the average score for all other te:
detection, CVE copdragsuppmodtTb®ing the most co
to |l ower scores.

Vendor Security Ef Notes
.o Achieved 100% in every c
éCloudGuard 100 o CyberRatings6 Security E
Average for Co mmo n |Isc5\./uesrs:eva5|.(wread<e
22CA encr ypta&fdfic, hlamwérn nmew

firewall s expl 6kBverage

Check Point6s results welr0e% ffpaolsshee r,v anmapahri i€éni ge dt hbayt
l egiti masechrasfABlI calls between model orchest
passed uni mpeded.

Beyond raw detection, CyberRatings tested 2,500

i ncluding fragmentation, obfuscation,,acbnboénwhe
CloudGuard neutralized without fail

This resilience is directly relevant to GenAl e
JSON payl opast wmpl ¢ adst,orcer iwmgcetcari ons. €ClrattGaoaar
nor mal i zatdroinveamndl PAS en givreen emud artee dt hreetquest s an
streams cannot evade inspection.

By combining these capabilities with autonomous
model API cal-awaraendppbntaxton control, Cl oudGu

i ndependently validatkedugrandcGeaoaAl fdephpphmedt s

ZefDobay Prevention and Continuous Validat.

TheEli ercom Enterprise & Hybrid MeshuFithewallei 8¢ ©
Check Point 6s | eadaecrrsohsisp,alrlannkaijnogr iptrClecd Goar d¢ €
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achi ameadaverage blaghkinateKeffsbgbot Breaking Poin
ZefDoay+1 mal ware prevention blocking 99. 9% of ne

9 .
20 8 M

L
4
z 6 .T% 6 %
X 'i-‘s (o}
w 7 - . S
L N =0 o
&) C - ©
{ 0 Zw e
N\ i == S
AFirewal | Built for the Unknown
These outcomes demonstrat-éitrbée powepbpsophs: pseoe
before theyuexadcdutea GenAl syst ednmmsi vwehne rien tar ussiinognl
cascade tisnctaol el adragtea e x f iclhtari ent icomMm4 o ds maGempA |y
architectures intertwine APIlIls, agentic toolchai
Security snhamdedas-gaevent de htemaste dtaryeenrgt hens an.
compl emennat IAWMS controls, enabling organizati on:

age of Al .
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CloudGuard WAF 1 n t h

From Traditional Web -AwprBr ®eéenisen

As mentGempehwer ed web applications are, at thei
rely on HTTP and API interactions that must be
| eakage. Ther efsoreec,i fmocstatGeancAkls ul ti mhadéy manif

requests that a Web Application and APl Firewal

At their foundation, WAFs share many character:.
Loss Prevention (DLP), Il ntrusi on Presbenti on Sys
protections. Whereas net wod k( T CP e WHAIHR,s dfpe)a,lasd eo ra
Layer 7, inspecting HTTP/S and APl traffic to d
such agonmaemer communication in Kubernetes, ma
of |l egitimate endpoints.

From Signatures to Machine Learning

Due to the explodayevghowtdbofi zees and the shr
di sclosure and exploitation (median < 5 days),
signature matching.

Check Point CloudGuard WAF exempli-fieasnimigs shi

contextual engine that continuously analyzes ev
autonomously detecting and blocking malicious b
DDo S Rat e

Prevention Limitin
Engine Engine

Context File
%ﬁoAnalysis Security
Engings Engine

Bot At tac I ntrusi on API
Preventi%&olndicator PreventionDisco&ery
Engine Anal yzer System Enforcemer
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Thi ss<dMLven approach is reinfoBoed Byl €l SedGuaryg
based i idtertexito rowmhilcahy eprrsoovi de preempti ve protect
signaburseeftware updates. Together, these | ayer
emer gi ng -caaayd tzlrereat s.

The Advent of Modern API Security

As organi zations adopce mtircirom searrcvhicteesc tanrde sAPIli nc |
mac h4itmeachi ne, amd v@enMAIPl s, Cl oudGuard WAF auto
maps active APl s, maintaining a *T3dcvurnigt ys ctheeamast
review and approve schema changempilva tsgrbeivlieintty .dr

Through Schema Validation, CloudGuard enforces
source of truth foblaktkowgdaApR-bichenhadiemaresBgut

combining poshdse®k) (saxchemaged) veecMLi ty model s,
defends against both -lkewevin atntda awrkn kvneavtno rAsP.I

The tHybrid Mesh WAFT

As enterprises increapriamilse o,pepraitwatae,r osrsd omu |l |
(such as AWS, Azure, or GCP) and containerized
of the Hybrid Mesh Firewall

CloudGuard WAF acts as a HybiwiecnddeshcWAFyr aé¢hagbIm

i nfrastaqurcasutriec protection | ayer that delivers
factor or depltoymempbenysat@d rdual g-bbewdy OWMAWS o
cl ouadss ,an NGI NX -oor, Kaosnga akdulber net es | ngress cont

as a single managed ®dfowlkley meoomagadskh eWAFcer (&VAF Sa
i nst.ance

Whi chever form fQlcauwdGuarud cWAFo seenf orces wuni form
MLbased | earning synchronization across all ins
configuration drift, duplicated tuni ngv,enadnodd i nc
WAF sprawl

Extending WAF Protection to Generat.i

To address the unique risks introduced by Gener
CloudGuard WAdFr iwierh, abni dAllrad ethicoyn asle,culrowy system
These newp6enAlc | ayers operate in real ti me on
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| anguage models (LLMs), detecting and mitigatin
such as prompt injection, data exfiltration, ag

Standard

WA F
Each user interaction or agent step iIis screened
ri sky behavior. This includes thwarting jailbre
of sensitive data (Pll, credgnRhA@ked phssadamnpgr e
mal i ci ous URLSs.

Mod-&lgnostic, Centrally Managed Prot

Building ometsthe phhyboisdphy, CloudGuard WAFG6s Gen
managed,-drpioMenc,y aamgd omldhdesgi. apply uni formly across
2VMs, containers, aasombhagednseolligleane govern
prevention | ogic everywhere your GenAl apps run

CloudGuard supports amgstLddb @ puheceet hfeoru nad asteilofn mo c
model such as OpenAl or Awtlar @apicd oudr paoviderds
Web SerlivtisceGsenAl security engine supports 100+ |
handling multilingual or obfuscated data whil e
fal se negatives.

GenAl Threats and How CloudGuard WAI

CloudGuard WAF6s enhanced capabilities axtpantd t
andut paft sthha ed syst ems. Bel ow are the principal
corresponding countermeasures:

T Prompt I njection Deleaichhbraald MAmMitaglks es both d
prompt mani pul ations designed to override mod
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